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Executive 

Summary 

 
Introduction 
Water — every drop of it — is a precious natural 
resource that Americans once enjoyed with little 
thought to potential tampering by terrorists or 
others.  Today, however, U. S. citizens are 
increasingly aware of threats of harm to our 
homeland.  The terrorist attacks of September 11, 
2001, and the delivery of anthrax-contaminated 
letters later that year have taught all of us to 
anticipate that threats to water are possible.   

Terrorist threats are targeted not just at individuals, 
but also at the country’s vital institutions and 
infrastructure, including the nation’s drinking water 
and wastewater systems.  Government, water 
utilities, state and local water agencies, public 
health organizations, emergency and follow-up 
responders, and academia, as well as the private 
sector from across the country must be ready to 
protect water infrastructure.  These organizations 
are working together to reduce vulnerabilities to 
terrorism, prevent and prepare for terrorist attacks, 
minimize public health impacts and infrastructure 
damage, and enhance recovery from any attacks 
that may occur. 

EPA’s Water Security Role 
The Public Health Security and Bioterrorism 
Preparedness and Response Act (Bioterrorism Act) 
of 2002 is the legislative mandate for the U.S. 
Environmental Protection Agency’s (EPA) work in 
water security.  This law, coupled with executive 
directives and the Agency’s own strategic plan for 
homeland security, guide the Agency’s research and 
technical support activities to protect the water 
infrastructure.  The Homeland Security Presidential 
Directive (HSPD) 7, Critical Infrastructure 
Identification, Prioritization, and Protection, 
reinforces EPA’s role as the sector-specific lead for 
water infrastructure.  It also assigns the 
responsibility of coordinating the overall national 
effort to protect critical infrastructure and key 
resources of the United States to the Department of 
Homeland Security.   

As the sector-specific federal lead for protecting the 
nation’s drinking water and wastewater 
infrastructures, EPA plays a critical role in the 
homeland security arena.  To meet these 
responsibilities, the Agency’s Office of Water 
established the Water Protection Task Force.  The 
Task Force was formally organized as the Water 
Security Division (WSD) in August 2003.  
Additionally, the Agency’s Office of Research and 
Development (ORD) officially established the 
National Homeland Security Research Center 
(NHSRC) in February 2003.  These organizations 
work together in providing research and technical 
support to the drinking water and wastewater 
sectors. 

NHSRC’s Water Security Team contributes by 
conducting applied research and then reporting on 
ways to better secure the nation’s water systems 
from threats and attacks.  The Team is producing 
analytical tools and procedures, technology 
evaluations, models and methodologies, 
decontamination techniques, technical resource 
guides and protocols, and risk assessment methods.  
All of these products are for use by EPA’s key 
water infrastructure customers — water utility 
operators, public health officials, and emergency 
and follow-up responders.  Other research programs 
in NHSRC deal with the protection of buildings and 
rapid risk assessment. 

WSD provides support to drinking water and 
wastewater systems by preparing vulnerability 
assessment and emergency response systems and 
tools, providing technical and financial assistance, 
and developing information exchange mechanisms. 
WSD is also charged with supporting best security 
practices, providing security enhancement 
guidance, and incorporating security into the day-
to-day operations of the drinking water and 
wastewater industries. In addition, WSD works 
closely with NHSRC in delivering research results 
in a timely and appropriate fashion. 
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Along with providing research and technical 
support, both NHSRC and WSD encourage 
information sharing and risk communication 
strategies among key water infrastructure 
customers. This includes making use of the Water 
Information Sharing and Analysis Center 
(WaterISAC). 

Water Security Research and 
Technical Support Action Plan 
To better understand the security problems of the 
water industry in the United States, EPA has 
engaged with numerous water experts and 
stakeholders from government, industry, and 
academia.  Other key participants are 
representatives from public health organizations, 
emergency responders and follow-up responders, 
law enforcement officials, environmental groups, 
and related professional associations.   

As a result of these meetings, EPA has gained 
valuable insights on the vulnerabilities and 
technical challenges facing the water industry for 
which research and technical support are crucial.  
With assistance from other federal agencies and 
contractors, both WSD and NHSRC are addressing 
these challenges.  Issues, needs, and projects are 
summarized in this comprehensive Water Security 
Research and Technical Support Action Plan, 
hereafter referred to as the Action Plan.   

 

Much of the work described in the Action Plan has 
begun, and what is not underway will start over the 
next few months.  The Action Plan must be 
recognized as a snapshot in time.  As new 
information is developed on threats, contaminants, 
and threat situations, adjustments will most 
certainly be necessary.  Revisions to the Action 
Plan will be made periodically based on input from 
others dealing with drinking water and wastewater 
security.  The Action Plan will also evolve based on 
the changing needs in the homeland security arena. 

The Action Plan addresses drinking water supply, 
water treatment, finished water storage, and 
drinking water distribution system infrastructure.  It 
also addresses wastewater treatment and collection 
infrastructure, which includes sanitary and storm 
sewers or combined sanitary-storm sewer systems, 
wastewater treatment, and treated wastewater 
discharges.   

 

Research and Technical Support 
Questions 
In various meetings with EPA, federal partners and 
water stakeholders discussed issues, needs, and 
projects to secure water infrastructure and safeguard 
water quality.  The Action Plan developed as a 
result of these meetings describes research and 
technical support that addresses many questions 
focused on protecting water infrastructure.  Some of 
the questions are as follows: 

Drinking Water Questions 

■ What are the most plausible threats, 
contaminants, and threat scenarios facing the 
drinking water industry?  How does this 
information compare with intelligence 
information on possible threats? 

■ What types of biological and chemical 
contaminants could be introduced into water 
systems and what are their physical, chemical, 
and biological properties?  What are the 

 potential health impacts of these contaminants?

What are the most effective means to d
contaminants in water?  How can this 
information be combined with reporting, 
analysis, and decision making to arrive at
reliable a

■ etect 

 a 
nd cost-effective early warning 

■ 

■ 

 
f 

■ 

■ 
upply clean 

water to affected communities and businesses 

  

system? 

Can effective methods be developed to ensure 
that a sufficient number of qualified 
laboratories exist to perform rapid analysis of 
water contaminants in the event of an attack? 

If contaminants were introduced into a water 
system, where will they travel?  How quickly 
will they travel?  What will be their 
concentration at various points along their path? 
Can human exposures and the health impacts o
these contaminants be effectively minimized? 

How can water that has been contaminated be 
effectively treated so that it can be released to 
wastewater systems or otherwise disposed of? 

Are alternative water supplies available in the 
event of an attack?  How would water utilities 
or governments most effectively s

in both the short and long term?  
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■ 
inated water? Are there 
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 hat 

ntamination and alert authorities should 
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■ 
t of an 

usible threats, 
g the 

■ 
d the 

fectively and efficiently informed in 

er 
e 

 specific projects 
 e uses 

ogical 
con  systems, it also 

ntingency 

plan ication, and 

■  

ater 

 of contaminated water and materials 

 

risks 

■ g wastewater treatment and collection 

How d the 

Cha e Action Plan.  The following 
approach is being used: 

rative research and technical 

■ echnology advancement through 

■ 

are 

 

 

e 

What are the routes of human exposure to 
contaminants if a water system were attacked?  
What are the acute and chronic impact
these exposures and can they be adequately 
represented based on existing risk information? 

Can a health surveillance network be 
established to rapidly identify disease outbreaks 
associated with contam
other means of providin
alerts from water contamination using surrogate 
health data? 

stewater Q

■ What are the risks of hazardous substances t
may be introduced into wastewater treatment 
systems? 

■ Can intrusion and surveillance monitoring 
technologies be improved to rapidly detect 
water co
a wastewater facility be compromised

Are alternative wastewater treatments and 
discharge locations available in the even
attack? 

■ What are the most pla
contaminants, and threat scenarios facin
wastewater industry? How does this 
information compare with intelligence 
information on possible threats? 

Information Questions 

How best can emergency responders, public 
health officials, health care providers, an
public be ef
the event of an attack? 

■ What are some risk communication principles 
that drinking water and wastewater systems 
could employ to better respond to crisis 
situations? 

Action Plan Issues and Needs 
Results from federal partner and water stakehold
meetings are organized in the Action Plan under th
seven issues listed below.  Each issue describes 
significant research needs and lists
for ach need.  Although the Action Plan foc
primarily on biological, chemical, and radiol

taminants in drinking water
addresses physical and cyber threats, co

ning, risk assessment, risk commun
infrastructure interdependencies:  

Protecting drinking water systems from
physical and cyber threats 

■ Identifying drinking water threats, 
contaminants, and threat scenarios 

■ Improving analytical methodologies and 
monitoring systems for drinking w

■ Containing, treating, decontaminating, and 
disposing

■ Planning for contingencies and addressing
infrastructure interdependencies 

■ Targeting impacts on human health and 
informing the public about 

Protectin
systems. 

 these issues are being addressed an
resulting products delivered are described in the 

pter 5 of th

■ Enhancing collabo
support 

Providing for t
testing, evaluation, and verification 

Sharing information in both secure and open 
fashions.  

Some of the research and technical support needs 
identified below: 

■ Ensure the protection of existing water 
infrastructure 

■ Enhance cyber security and other external 
means of disrupting water systems 

■ Identify and characterize threats that could be 
used to disrupt water systems 

■ Develop methods for detecting and monitoring
contaminants in water 

■ Create rapid screening technologies for th
identification of unknown contaminants 
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■ Test and evaluate the performance of sensors 
and biomonitors 

■ Academia and consulting firms 

 

■ Improve detectors and early warning
for water distribution and collection s

 systems 
ystems 

n 

 

■ ontamination and 

r assessing risks to the 

ion and information 

ter 

d 
ure 

nd 
was ms.     

EPA’s research and technical support activities will 
d 

 agencies and departments 

 Laboratories with water sample testing 
capabilities 

Elected officials and the public. 

Bec e of the above 
ailored to a 

rim 
a ’s Web 

ernet-
base h publicly available products from 

e located on the WSD 
rity. 

Some exam
it

 zed data compendiums 

nology screening, evaluation, and 

al 

 as the WaterISAC.  EPA 
information clearinghouses, booths at conferences 

 
that address threats to and attacks on drinking water 
and wastewater systems.  As the lead for the 
research under this Action Plan, NHSRC is 
providing information that can be quickly used by 
those with a stake in securing the water system 

■ 
ause of the diverse natur

information users, the products must be t■ Enhance models for contaminant transport i
pipes and distribution systems 

variety of audiences.  Publicly available inte
rese rch products will be placed on NHSRC

■ Refine fate and transport information for 
contaminants in water 

site at: http://www.epa.gov/ordnhsrc.  An Int
d catalog wit

both WSD and NHSRC will b
■ Develop treatment or inactivation techniques

for water contaminants 

Evaluate and improve dec

Web site at: http://www.epa.gov/safewater/secu
ples of products include, but are not 

lim ed to: 

■ Computeridisposal techniques for contaminated materials 
and equipment 

■ Establish contingency planning and 
infrastructure backup procedures 

■ Improve methods fo
public from water contamination 

■ Response guides and protocols 

■ Technical resource documents, case studies, 
and model procedures 

■ Laboratory methods and protocols 

■ Communication tools and frameworks 

■ Tech

■ Enhance risk communicat
sharing among individuals and organizations 
dealing with a threat or attack 

■ Provide training and exercises that enhance 
preparedness, response, and mitigation to wa
system

verification 

■ Workshops and training 

■ Computerized tools and software systems 

■ Risk assessment methods and procedures 

■ Journal articles, fact sheets, and technic
bulletins. 

Work in progress will be shared in open forums 
such as journals, Web sites, and meetings.  If the 
information is sensitive, it will be provided using 
more limited venues such

 threats or attacks. 

The challenges facing EPA in securing water 
infrastructure are interdependent and complex.  The 

al of the Action Plan is to provide useful ango
timely products to key water infrastruct
customers that help protect drinking water a

tewater syste

Action Plan Products 

and workshops, and announcements and press 
releases will be used to deliver Action Plan results 
as well.   

Future Actions 
With a long history in environmental protection, 
and assessing and managing risks, EPA is well-
positioned to develop the tools and technologies

result in various types of products, tools, an
technologies.  There are a variety of groups that will 
use the information developed under the Action 
Plan:  

■ Water industry representatives 

■ State, regional, and local response organizations 

■ Public health officials and organizations 

■ Federal

■
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in
key

frastructure.  As the lead for technical support to 
 customers in the water arena, WSD is charged 

ith a much broader responsibility that is informed 
y NHSRC’s research.   

he Action Plan is a collaborative undertaking that 
involves EPA and many others.  Both 

WSD will continue to foster this kind of an 
approach by routinely engaging individuals and 
organizations with a vital interest in water security. 
This allows for quick adaptation of the Action Plan 
to meet the most pressing needs in protecting water 
infrastructure from terrorist threats and attacks.

 

w
b

T
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The citizens of the United States face increased 
threats of harm since the terrorist attacks of 
September 11, 2001, and the delivery of anthrax-
contaminated letters later that year.  These threats 
relate not just to individuals, but also to the 
country’s vital institutions, systems, and 
infrastructure.  The U.S. Environmental Protection 
Agency (EPA

 

) provided its detailed response to 

 
 

ater systems 
l 
 

 

ent of tools and training, 

water-related threats in the Strategic Plan for 
Homeland Security (hereafter called the EPA 
Strategic Plan) [Ref. 1].  The EPA Strategic Plan
defines the Agency’s responsibility to protect the
nation’s water and wastewater systems, and is 
described in greater detail in Chapter 2 of this 
document. 

As the lead federal agency protecting w
from terrorist attacks, EPA efforts focus on physica
security, cyber security, and the risk associated with
delivery of chemical, biological, and radiological 
contaminants into water systems.  This approach 
fits well within the Agency’s mission of protecting
public health and safeguarding the natural 
environment upon which life depends. 

As illustrated in Figure 1.1, EPA is working to 
improve the security of drinking water and 
wastewater systems by focusing on financial 
assistance, the developm
emergency response, incorporation of security into 
the water business, information sharing, and  

 

 
 

Figure 1.1.  The Context of Research and Technical Support Relative to the EPA’s Water Security Program
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research and technical support.  The Water Secur
Division (WSD) has developed numerous pro
to satisfy the needs of the water industry in these 

ity 
jects 

com r security program. 

 Center 
(NH orating with the WSD to identify 

s.  
e

 
this arch and 

rred to 
as the Action Plan), which will undergo periodic 

are 

 

se guides, reports, compendiums, 
handbooks, technical resources, workshops, 

n ms, 
newsl otocols, journal articles, and 

 

es.  

 

 

u

refined the issues and needs presented in the Action 

the chapters 
of the Action 

t 

 

areas.  Research and technical support is only one 
ponent of the EPA’s wate

The National Homeland Security Research
SRC) is collab

and address research and technical support need
Th  WSD and NHSRC have worked with federal 
partners and stakeholders to develop and implement

 comprehensive Water Security Rese
Technical Support Action Plan (hereafter refe

updating as issues evolve and additional needs 
recognized.  

The products that result from this Action Plan will
be contained in a comprehensive and integrated 
catalogue.  Types of products may include Web 
sites, respon

semi ars, training, exercises, information syste
etters, model pr

risk communication strategies.  This continually 
updated catalogue of available products, as well as
many of the products themselves, will be available 
through EPA Web sites.  EPA also envisions that 

hard copies of the catalogue and products will be 
available through EPA information clearinghous
The actual structure of the catalogue is still 
undergoing development and will evolve as 
products are produced and venues for sharing
information become more refined.   

1.1 Purpose of the Action Plan 

The purpose of the Action Plan is to:  (1) identify 
important water security issues for drinking water 
and wastewater, (2) describe research and technical 
support needs that address these issues, and (3) 
present a list of projects that are responsive to the
identified needs.  To accurately represent the needs 
of the water sector, representatives of the water 
ind stry and other stakeholders, in collaboration 
with EPA and its federal partners, proposed and 

Plan throughout 2003. 

Figure 1.2 aids the reader in navigating 
Plan.  Each section of Chapters 3 and 

4 begins with the key research and technical support 
questions to be addressed.  From these questions, 
needs were developed and projects defined to mee
those needs.  

 

ity Research and Technical Support Action Plan 

 
 

Figure 1.2.  Flow Chart for Navigating the Water Secur
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The Action Plan focuses on both drinking water 
(Chapter 3) and wastewater (Chapter 4), and 
addresses needs and projects in the following areas: 

■ Physical protection of the water infrastructur
including cyber security 

e, 

■ 

ts 

d 

ment and risk communication. 

plementation, 
and includes discussions on research collaboration, 

g 

nd 
cipal 

drivers led to the development of this Action Plan, 
and were critical in framing the research and 
technical support needs in Chapters 3 and 4.  These 
drivers were: 

■ The EPA Strategic Plan for Homeland Security 
(September 2002) [Ref.1] 

■ The Public Health Security and Bioterrorism 
Preparedness and Response Act (June 2002) 
[Ref. 2] 

■ A set of research and technical support needs 
prepared by the EPA’s Water Protection Task 
Force (WPTF), now WSD (February 2002). 

These are described in more detail in Chapter 2, and 
will enable EPA to measure its progress as this 
Action Plan is implemented in the coming years.  
EPA will continue to identify and respond quickly 
to additional water security needs throughout the 
implementation of this Action Plan.  The threats to 
water infrastructure are dynamic and change based 
on information gathered by the intelligence 
community and from other sources. 

 

ter 

 Research Partners Meeting, 
Cincinnati, Ohio) in November 2002, to discuss and 

ater 

Action Plan 

ch Stakeholders 

lders, 
sed 

aft of the 
g this 

Act  has made it a point to engage: 

tilities, water 
keholders 

al response 
organizations. 

The next step in developing this Action Plan was to 
obtain peer review from a representative group of 
water experts.  The purpose of the May 2003 and 
July 2003 meetings with the National Research 
Council (NRC) of the National Academies was for 
EPA to consult with an independent peer review 
panel and obtain their assessment of this Action 
Plan. Comments were received from the peer 
review panel on July 28, 2003 and October 15, 
2003.  EPA reviewed these comments, and 
incorporated most of them into this Action Plan.   

EPA also worked with the Water Environment 
Research Foundation (WERF) to more fully 
develop needs and projects related to improving 
wastewater security.  EPA and WERF collaborated 
to conduct a stakeholder wastewater security 
symposium in Washington, DC in August 2003.  
The needs and projects for wastewater security 
identified at the WERF symposium are also 
reflected in this Action Plan. 

Some projects described in this Action Plan are 
essential to EPA’s homeland security efforts and 
have already started (in 2002 and 2003), while 
others are being initiated in fiscal year 2004.  Some 

Identification and characterization of 
contaminants 

■ Monitoring and detection of contaminan

■ Containment, treatment, decontamination, an
disposal of contaminated materials 

■ Contingency planning and infrastructure 
interdependencies 

■ Risk assess

Chapter 5 describes Action Plan im

technology advancement, and information sharin
activities.  

1.2 Laws and Documents Driving the 
Action Plan 

Research and technical support for water security 
must be responsive to and, more importantly, 
forward thinking in ensuring that water supplies a
systems remain safe and secure.  Three prin

1.3 Process for Development of the Action
Plan 

Using the drivers presented above and the 
additional guiding documents discussed in Chap
2, EPA convened a meeting of federal partners 
(Water Security

refine water security issues and needs.  The 
Cincinnati meeting also included a number of w
utility representatives.  Based on the invaluable 
input from meeting participants, the 
was prepared and presented at a meeting of 
stakeholders (Water Security Resear
Meeting, Washington, DC) in February 2003.  The 
Action Plan was well received by the stakeho

propoand additional needs and projects were 
that were included in a Peer Review Dr
Action Plan.  In developing and implementin

ion Plan, EPA

■ Drinking water and wastewater u
organizations, and other water sta

■ Public health officials and organizations  

■ Emergency and remedi
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of the critical needs already being addressed re
ssment; contaminant identification

methods development; technology
evaluation, and verification; and d
modeling.   

e needs and associated projects identified in this 
direction of 

 

; 
ts are 

allocated.  This likely will mean that important 
y 

lude 

 the 

eful 
shion.  This approach is confirmed by statements 
 the National Strategy for Homeland Security [Ref. 

], which describes a national vision of information 
aring

formation to the right people at
ing to this vision, “…information will be 

y’ across each level of 
rtically’ among federal, state, 

and local governments, private industry, and citizens 
... [so that] ... homeland security officials ... can 
have complete and common awareness of threats 

ess 

r, 

izations 

As either NHSRC or the WSD produces new 
information under this Action Plan, all of the above 
users will be considered.   

late 
 and 

right in
Accord

 all times.”  
to threat asse

 testing, 
istribution system 

shared ‘horizontall
government and ‘ve

T
Action Plan are another step in the 

h

enhancing national water security.  The Action Plan
is designed to describe the universe of water 
security needs as best understood at the present 
time.   

The projects presented in this Action Plan do not 
reflect resources or who will be addressing them
such decisions will be made as budge

needs and projects will have to be addressed b
others with a vested interest in protecting the 
nation’s water systems.  Such organizations inc
other federal agencies, the water industry and its 
research organizations, and to some degree
private sector. 

1.4 Delivering Information  

Information from Action Plan activities must be 
conveyed and communicated in a timely and us
fa
in
3
sh  – a “system of systems” that “provides the 

and vulnerabilities as well as knowledge of the 
personnel and resources available to help addr
those threats.” 

A variety of organizations and individuals will be 
involved along the continuum of preparing fo
preventing, and responding to a threat to or attack on 
a water system.  Examples include: 

■ Water industry representatives 

■ State, regional, and local response organ

■ Public health officials and organizations 

■ Federal agencies and departments 

■ Laboratories with water sample testing 
capabilities 

■ Academia and consulting firms 

■ Elected officials and the public. 
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Chapter 2 
 Background Action Plan

 
 
In the President’s National Strategy for Homeland
Security [Ref. 3] published by the Office for 
Homeland Security in July 2002, EPA is designated 
as the lead federal agency for protecting the water 
sector, from source water through use, treatment, 
and discharge (see Figure 2.1).  This designation is 
consistent with Presidential Decision Directive 
(PDD) 63 (see Table 2.1) [Ref. 4].   

The Public Health Security and Bioterrorism 
Preparedness and Respon

 

se Act [Ref. 2] signed by 

 

 

evalua
President Bush in June 2002 specifies several 
activities EPA must take to help community water 
systems improve security.  Most recently, 
Homeland Security Presidential Directive (HSPD) 
7, Critical Infrastructure Identification, 
Prioritization, and Protection [Ref. 5], directs the
EPA to identify threats and take the lead role in 
protecting drinking water and wastewater treatment 
systems. These and other documents describe 

 
 
 

EPA’s expanded role in countering ter
thereby ensuring that the nation’s wate
safe and secure. 

The rest of this Chapter summarizes th
documents that support EPA’s role in 
research and technical support.  It prov
rationale and background information
to develop this Action Plan.  These do
include Executive Orders, PDDs, inter

tions, the Public Health Securit
Bioterrorism Preparedness and Respo
(Public Law [PL] 107-188 [hereafter r
the Bioterrorism Act]), the National S
Homeland Security (hereafter referred
National Strategy), the EPA Strategic 
Homeland Security (hereafter referred
EPA Strategic Plan), and a report by t
entitled Making Our Nation Safer:  Th
Science and Technology in Countering

 
Fig ted Lead F cting the Water Sector, Fr
Water Thro

ure 2.1.  EPA Is the Designa
ugh Use, Treatment, and Discharge

ederal Agency for Prote

Water Security Research and Technical Support Action Plan M
rity 

m.

rorism, 
r systems are 

e key 
water secu
ides the 

 that was used 
cuments 
nal EPA 
y and 
nse Act 
eferred to as 
trategy for 
 to as the 
Plan for 
 to as the 
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2.1 EPA’s Pre-September 11th National 
Security Role 

EPA has long held responsibilities related to nat
security.  Executive Order 12656, Assignment of 
Emergency Preparedness Responsibilities, directs
the Agency to take on two responsibilities:  (1) 
develop guidance on acceptable emergency levels of 
nuclear, biological, or chemical (NBC) materials, 
and (2) develop plans to ensure the availability of 
potable water after a national security incident [Re
6, Part 16].  Several legislative acts also shape EP
role in responding to national security emergencies, 
including the Comprehensive Environmental 
Response, Compensation and Liability Act [Ref. 7
the Emerge

ional 

 

f. 
A’s 

], 
ncy Planning and Community Right-to-

ct [Ref. 9], the 
ir Act 

[Ref. 

ism, 
es 

ef. 

es.   

The
vuln yber or physical 
atta nt 
vuln and 
prev r 
reco ttack.  
PDD  
criti d 
age l 
atta  “…strongly 
enc
info
crit
Met
Wa
[Ref

2.2 nt 
mination Threat Information 

In r
EPA ce of 
Ground Water and Drinking Water.  The WPTF, 
late  
wat nce 
thei
was
the 
con
late
to w  This information generated a list 
of r
Act

 

nization to Protec

Know Act [Ref. 8], the Clean Water A
Oil Pollution Act [Ref. 10], and the Clean A

11], among others. 

PDD 39, United States Policy on Counterterror
signed by President Clinton in June 1995, requir
all federal agencies to plan and prepare for terrorist 
attacks.  In particular, PDD 39 requires EPA to 
provide environmental response support to the 
Federal Bureau of Investigation in the case of an 
NBC or any weapon of mass destruction event [R
12].  Also, PDD 63, Critical Infrastructure 
Protection, signed in May 1998, introduces a 
public/private partnership to protect the nation’s 
critical infrastructure and ensure the orderly 
functioning of the economy and critical servic

 partnership is responsible for assessing the 
erabilities of the water sector to c

cks, recommending a plan to eliminate significa
erabilities, proposing a system for identifying 
enting major attacks, and developing a plan fo
nstituting essential capabilities after an a
 63 lists water systems as part of the nation’s

cal infrastructure and designates EPA as the lea
ncy for protecting water systems from intentiona
cks [Ref. 4].  PDD 63 also
ourages the creation of a private sector 
rmation sharing and analysis center [ISAC] for 
ical infrastructures.”  The Association of 
ropolitan Water Agencies is the lead for the 
terISAC, which was launched in December 2002 
. 13].  

EPA’s Evaluation of Past and Prese
Conta

esponse to the events of September 11, 2001, 
 created the WPTF in the Agency’s Offi

r formalized as the WSD, works with drinking
er and wastewater systems personnel to enha
r security.  One of the first efforts of the WSD 
 to evaluate past and present research related to 
contamination of drinking water.  EPA 
vened an interagency meeting to gather the 
st information regarding contamination threats 
ater systems. 

esearch needs, which is the baseline for this 
ion Plan. 

t Critical Infrastructure and Key Assets Table 2.1.  Federal Government Orga

Sector Lead Agency 
Agriculture Department of Agriculture 
Food Meat and Poultry – Department of Agriculture 

Other Products – Department of Health and Human Services  
Water Environmental Protection Agency 
Public Health Department of Health and Human Services 
Emergency Services Department of Homeland Security 
Government Department of Homeland Security and all other agencies 
Defense Department of Defense 
Information and Telecommunications Department of Homeland Security 
Energy Department of Energy 
Transportation Department of Homeland Security 
Banking and Finance Department of the Treasury 
Chemical Industry Department of Homeland Security* 
Postal and Shipping Department of Homeland Security 
National Monuments and Icons Department of the Interior 

*  Changed from the Environmental Protection Agency to the Department of Homeland Security by HSPD 7 [Ref. 5]. 
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EPA r 
syst
drin
greater than 3,300.  Community drinking water 
syst  the 
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thre or 
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atta
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con
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Pre
refe , 
200
and
pub ntrols for 
dan
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man or the drinking water 
indu
mor
asse
pro

Titl
Dri
foll

■ 

ertificate that they have 

m
plans and submit a certification.  It also requires 

e 

 

technologies, and biomedical research. 

 
ew each of the following: 

pment, including real 

gical, and 
ndicators of 

 

ovide sufficient notice 

ic 
 supply of drinking water. 

l 
ter 

e 
 

lo
chemi ogical, and radiological contaminants 

ugh 

tion, 
 

re, 
ent 

ct 
ch of the following: 

ented 
 

blic 
d pretreatment 

storage facilities used in connection with public 

 developed guidance on threats facing wate
ems and made it available to community 
king water systems that serve populations 

ems of that size or larger are required by
terrorism Act to complete vulnerability 
ssments. This guidance presents an overview of 
ats, methodologies, strategies, and responses f
er utilities to consider when conducting these 
ssments.  It describes which kinds of terroris
cks or other intentional acts are likely to:  (a) 
stantially disrupt the ability of a system to 
vide a safe and reliable supply of drinking water,
b) otherwise present significant public health 
cerns.  

Public Heath Security and 
Bioterrorism Preparedness and 
Response Act of 2002 

sident Bush signed PL 107-188, commonly 
rred to as the Bioterrorism Act, on June 12
2.  This law authorizes funds for national, state, 
 local efforts to address bioterrorism and other 
lic health emergencies; establishes co
gerous biological contaminants and toxins; 
orizes funding for food and drug safety; and
dates protections f
stry, requiring that:  (1) water systems serving 
e than 3,300 persons perform vulnerability 
ssments, and (2) EPA review methods to 

tect water systems.   

e IV of the Bioterrorism Act amends the Safe 
nking Water Act [Ref. 14] by adding the 
owing sections: 

Section 1433 – Terrorist and Other Intentional 
Acts – requires community water systems to 
perform and submit to EPA vulnerability 
assessments and a c
completed the assessment. Also, these systems 

ust develop or revise emergency response 

the EPA to provide these systems with baselin
threat information. 

■ Section 1434 – Contaminant Prevention, 
Detection, and Response – directs EPA to 
review methods to prevent, detect, and respond 
to the intentional contamination of water 
systems, including a review of equipment, early
warning notification systems, awareness 
programs, distribution systems, treatment 

Specifically, the Bioterrorism Act directs EPA
to revi
(1) Methods, means and equi
time monitoring systems, designed to monitor and 
detect various levels of chemical, biolo
radiological contaminants or i
contaminants and reduce the likelihood that such 
contaminants can be successfully introduced into 
public water systems and source water intended to
be used for drinking water. 
(2) Methods and means to pr
to operators of public water systems, and individuals 
served by such systems, of the introduction of 
chemical, biological or radiological contaminants 
and the possible effect of such introduction on publ
health and the safety and
(3) Methods and means for developing educationa
and awareness programs for community wa
systems. 
(4) Procedures and equipment necessary to prevent 
the flow of contaminated drinking water to 
individuals served by public water systems. 
(5) Methods, means, and equipment which could 
negate or mitigate deleterious effects on public 
health and the safety and supply caused by th
introduction of contaminants into water intended to
be used for drinking water, including an 
examination of the effectiveness of various drinking 
water technologies in removing, inactivating, or 
neutralizing biological, chemical, and radiological 
contaminants. 
(6) Biomedical research into the short-term and 

ng-term impacts on public health of various 
cal, biol

that may be introduced into water systems thro
terrorist or other intentional acts. 

■ Section 1435 – Supply Disruption Preven
Detection, and Response – requires the review
of methods by which the water system and all 
its parts could be intentionally disrupted or 
rendered ineffective or unsafe, including 
methods to interrupt the physical infrastructu
the computer infrastructure, and the treatm
process.  Specifically, the Bioterrorism A
directs EPA to review ea
(a)(1) Methods and means by which pipes and other 
constructed conveyances utilized in public water 
systems could be destroyed or otherwise prev
from providing adequate supplies of drinking water
meeting applicable public health standards. 
(a)(2) Methods and means by which collection, 
pretreatment, treatment, storage and distribution 
facilities utilized or used in connection with pu
water systems and collection an
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water systems could be destroyed or otherwise
prevented from providing adequate suppli
drinking water meeting applicable public health 
standards. 
(a)(3) Methods and means by which pipes, 

 
es of 

 

ect to 
pplies. 

 
 public water systems 

 
ory 

at 
 

(c)(1) Ensure that reviews carried out under this 
ystems 

f the 

 in 
July 2002, the National Strategy

ech on 

e, and 

y 

eland 

 

2].  Second, 

, and 
p

tech r 
Eme
part ment 
Sys partment of Homeland 

l and 
biol

EPA
exp
nati
nati e 
che

gical, 
or o
Adm e 
Age
Stra
age

The
acti

■ 
and reducing vulnerabilities and strengthening 

r 

constructed conveyances, collection, pretreatment, 
treatment, storage and distribution systems that are
utilized in connection with public water systems 
could be altered or affected so as to be subj
cross-contamination of drinking water su
(a)(4) Methods and means by which pipes, 
constructed conveyances, collection, pretreatment, 
treatment, storage and distribution systems that are
utilized in connection with
could be reasonably protected from terrorist attacks 
or other acts intended to disrupt the supply or affect 
the safety of drinking water. 
(a)(5) Methods and means by which information
systems, including process controls and supervis
control and data acquisition and cyber systems 
community water systems could be disrupted by
terrorists or other groups. 
(b) Methods and means by which alternative 
supplies of drinking water could be provided in the 
event of the destruction, impairment or 
contamination of public water systems. 

The Bioterrorism Act also directs the EPA 
Administrator to: 

section reflect the needs of community water s
of various sizes and various geographic areas o
United States. 
(c)(2) Consider the vulnerability of, or potential for 
forced interruption of service for, a region or 
service area, including community water systems 
that provide service to the National Capital area. 
(d) Disseminate, as appropriate as determined by 
the Administrator, to community water systems 
information on the results of the project through the 
Information Sharing and Analysis Center, or other 
appropriate means. 

2.4 The National Strategy for Homeland 
Security 

Published by the Office of Homeland Security
 seeks to “mobilize 

and organize the Nation to secure the U.S. 
homeland from terrorist attacks.”  In a spe
July 16, 2002, the President said, “This 
comprehensive plan lays out clear lines of authority 
and clear responsibilities...” for federal, stat
local employees; community and business leaders; 
and the American public.  The National Strateg

identifies six critical mission areas for hom
security:  

■ Intelligence and warning 

■ Border and transportation security 

■ Domestic counterterrorism 

■ Protecting critical infrastructure and key assets 

■ Defending against catastrophic terrorism 

■ Emergency preparedness. 

In addition, the National Strategy emphasizes using 
unique American strengths:  law, science and 
technology, information sharing and systems, and
international cooperation. 

The National Strategy sets forth several roles for 
EPA.  First, under the category of Critical 
Infrastructure, EPA is the lead agency for 
protecting water systems [Ref. 3, page 3
under Defending Against Catastrophic Threats, 
EPA is involved in detection of chemical and 

ical materials [Ref. 3, page 38]biolog
im roving chemical sensors and decontamination 

niques [Ref. 3, page 39].  Finally, unde
rgency Response and Preparedness, EPA is a 
icipant in the National Incident Manage
tem developed by the De

Security (DHS), and must prepare for chemica
ogical decontamination [Ref. 3, page 44].  

2.5 EPA’s Strategic Plan for Homeland 
Security 

’s Strategic Plan describes the Agency’s 
anded role in responding to and preparing for 
onal emergencies, including securing the 
on’s water systems, promoting security of th
mical and hazardous materials sector, and 

recovering from chemical, biological, radiolo
ther terrorist attacks.  Announced by EPA 
inistrator Whitman on October 2, 2002, th

ncy’s senior leadership prepared the EPA 
tegic Plan with input from other federal 
ncies and organizations. 

 EPA Strategic Plan outlines goals, tactics, and 
vity lists in four “mission critical areas:” 

Critical Infrastructure Protection – assessing 

detection and response capabilities for the wate
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and wastewater industries as well as food, 
transportation, and energy. 

■ Preparedness, Response, and Recovery – 
strengthening and broadening EPA’s 
emergency response capabilities, clarifying 

counterterrorism [Ref. 15].  The report recommend
research goals for nine key areas:  nuclear and 
radiological threats, human and agricultural health 
systems, toxic chemicals and explosive materials, 
information techn

EPA’s role in federal response, and developing 
and disseminating tools for first responders. 

■ Communication and Information – improving 
management and sharing of environmental 
information during and after chemical, 
biological, or radiological incidents. 

■ Protection of EPA Personnel and Infrastructure 
– ensuring the safety of EPA’s personnel and 
vital infrastructure. 

EPA’s Strategic Plan outlines initial water security 
research and technical support efforts.  Goal 1 
under Mission Goal I (Critical Infrastructure 
Protection) states that “EPA will work with the 
states, tribes, drinking water and wastewater 
utilities (water utilities), and other partners to 
enhance the security of water and wastewater 
utilities.”  Goal 1 also tasks EPA to review 
monitoring and decontamination methods for 
chemical, biological, and radiological contaminants 
in water, wastewater, and distribution systems.  
This includes the development of a water utility 
security research plan and the initiation of priority 
research projects [Ref. 1, pages 3-4].   

Goal 4 under Mission Goal II (Preparedness, 
Response, and Recovery) states that “EPA will 
advance the state of the knowledge in areas 
relevant to homeland security to provide responders 
and decision makers with tools and the scientific 
and technical understanding they need to manage 
existing or potential threats to homeland security.”  
This includes the review, development, and testing 
of enhanced methods for detection, treatment, and 
containment of chemical, biological, radiological, 
and industrial chemicals intentionally introduced 
into water systems.  Also, EPA will provide 
scientific and technical support to other agencies 
and partners [Ref. 1, pages 28-31].   

2.6 National Research Council Report 

The NRC report, Making the Nation Safer: the Role 
of Science and Technology in Countering 
Terrorism, identifies and prioritizes threats and 
vulnerabilities posed by terrorism, and opportunities 
for science and technology to play a role in 

s 

ology, energy systems, 
transportation systems, cities and fixed 
infrastructure, the response of people to terrorism, 
and integrated systems analysis and engineering. 

The NRC report regards water supply and 
wastewater systems, along with electrical supply, 
stadiums and other buildings, and underground 
facilities, as critical components of “cities and fixed 
infrastructure.”  The report discusses the key 
vulnerabilities of water systems, the barriers to 
effective mitigation of these threats, and research 
and development needs.  Among the key 
vulnerabilities are the antiquated infrastructure, the 
ease of public access to reservoirs and distribution 
systems, the ease of introducing contaminants to 
wellheads and distribution systems, the potential for 
intentionally contaminated backflow, the 
interconnectedness of water systems (aqueducts, 
sewer, and wastewater lines), and the dependence 
on electrical and computer networks. 

The NRC report makes specific recommendations 
related to water systems:   

■ Identify and implement revisions to applicable 
laws or statutes, thereby removing the 
constraints to testing public water supplies for 
dangerous contaminants that might be 
employed by terrorists. 

■ Take other necessary steps to assure that 
adequate laboratory testing capability and 
capacity are available to water utilities. 

■ Research and development to create sensors 
and supporting systems for monitoring the 
safety of drinking water.  These sensor systems 
would continuously test the water supply for 
contaminants in sufficient concentrations to 
pose serious threats; they would signal a 
response site or automatically close valves. 

■ Research on water sampling schemes to 
determine what types and population of data 
points are required for a spatial-temporal 
network and on intelligent design processing to 
be able to reliably recognize the pattern of 
attack indicators versus natural hazards.  Such 
research would require that priority attention be 
given to the development of simulation models 
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that would both analyze and simulate even
and serve to train operators in systematic 
recovery, emergency

The NRC report identifies four high priority 
for water security research:  (1) physical security of 
water systems, (2) monitoring and identification of 

emical and biological contaminants, (3) decision 

 and sampling (what, when, and 
), and (4) interactions across infrastructures 

e hydrant system).  
e need for creating a 

center to perform risk assessment and to 
communicate with first responders and industry, a 
need partially fulfilled by EPA’s NHSRC [Ref. 15, 
pages 245-252]. 

ts models
sample

how to 

 response, and evacuation. (e.g., electricity, high-pressur
The NRC report also notes th

areas research 

ch
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Chapter 3 
er Syste
 Securi

m Protection 
ty 

Drinking Wat
and

 
 
There are many pressing drinking water protection 
and security issues.  As depicted in Figure 3.1 and 
consistent with the National Research Council 
recommendations, projects have been developed 
specific to physical and cyber security, 
identification of water contaminants, analytical 
protocols, containment of contamination events, 
evaluation of treatment practices, decontamination 
and disposal of contaminated water and material
and contingency planning.  This Chapter also 
addresses risk assessment and risk communication, 
which play critical roles in supporting the risk 
management process prior to, during, and following 
a threat to, or attack on, drinking water systems.  

Research and technical support needs are discussed
in detail in the following sections of this Cha
The resear

s, 

 
pter.  

ch and technical support needs are 
te  priority 

order, since all were identified as high priority in 

Ma
sim  
alre
to a

 addressing drinking water security issues, there 
re overarching needs that apply to, and/or affect, 

all the contributing factors discu
be
in
co
based on the im
th
cl
w
a 
w

The following list presents the overarching needs 
id
in  and stakeholders who met with 
E
A ere suggested to 
ddress the needs presented in this Chapter: 

■ 

■ kely

samples 

■ Perform table top exercises and 
of threats, onsets of incidents, a

minated sy

specifically in this Chapter, they wil
as part of an overall Water Security 
Implementation Program under Cha

presen d in a logical sequence, rather than

the stakeholders meeting held in February 2003.  
ny of these needs are being addressed 
ultaneously and, in some cases, projects are
ady underway.  For each need, a list of projects 
ddress the need is suggested. 

In
a

ssed in the sections 
returning the deconta

■ low.  Some overarching needs also cross over 
to wastewater protection (e.g., prioritization of 
ntaminants, communication).  Other needs are 

Improve information sharing an
communication between all invo
affected parties during a threat o

pact that one system may have on 
e other (e.g., decontamination waste from 
eaning up a drinking water contamination event 

■ Provide training and education a
stakeholders dealing with threat

ill impact receiving waters, thereby necessitating 
dialogue between representatives of the drinking 

incidents involving drinking wa
systems 

ater and wastewater systems).   ■ Gather information and best pra
experiences of other countries a

entified by federal partners who met with the EPA 
 November 2002

in protecting their water supplie
systems. 

PA in February 2003 to review this Action Plan.  
t that time, specific projects w

Where the above needs are not iden

a

Develop, test, and validate a pro
analysis of “unknowns” that is s
drinking water supplies and syst

Prioritize and list the most li
that could be used as threats to, 
drinking water supplies and syst

■ Develop a database that include
properties, treatability, and othe
risk assessment 

■ Develop analytical methods (to 
and wastewater sampling and m
are a prerequisite to filling gaps

■ Identify the most likely or “mos
threats, including “clustered thre
physical and contaminant-relate

■ Advance on-line detectors and s
technologies, and test those dev
settings and situations 

■ Develop laboratory capability a
especially for addressing enviro
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3.1 Protecting Drinking Water Syst
from Physical and Cyber Threats  

Protecting the physical and cyber infrastructure 
(treatment and distribution systems, source water, 
conveyance systems, and other remote lo
a drinking water system requires a comprehensive 
approach:  identifying potential threats, assessing 
vulnerabilities to these threats, and improving 
security procedures and technology to deter at
or mitigate their impacts.  As authorized under th
Bioterrorism Act, EPA supports the vulnerability 
assessment process by providing funding and 
baseline threat information to community drinking 
water syste

ems 

cations) of 

tacks 
e 

ms.  Additionally, the Bioterrorism Act 
directs research toward addressing:  (1) the physical 

 
drin
con lly 
used in an attack, and (3) the countermeasures that 

atta g 
water utilities, federal and state officials, and 
pos ponders in addressing both 
physical and cyber threats to drinking water 

t

3.1.

bility 
f 

. 

b. tion 

 
els and 

decision science. 

d 
ms 

 of 
 

sessments 

tlines 

 
capabilities of terrorists, the most likely threats 

refi . 

and cyber threats most likely to be used against
king water supplies and systems, (2) the 
sequences of these threats if they are actua

could be employed to prevent or respond to such 
cks.  Results will be used primarily by drinkin

sibly emergency res

sys ems.  

1 Needs and Associated Projects   

a. An updated identification and prioritization of 
physical threats to, and vulnerabilities of, 
drinking water infrastructure taking into 
account information gained from vulnera
assessments and from other assessments o
water systems and their cyber infrastructure

 

A thorough understanding and documenta
of the consequences of physical or cyber 
attacks on the drinking water supply sources 
and infrastructure, including the evaluation
and testing of computational mod

c. A suite of countermeasures to prevent or 
mitigate the effects of physical and cyber 
attacks on water infrastructure, including 
improved design of supervisory control an
data acquisition (SCADA) and water syste
to reduce vulnerabilities.   

a.  An updated identification and prioritization
physical threats to, and vulnerabilities of, drinking
water infrastructure taking into account 
information gained from vulnerability as
and from other assessments of water systems and 
their cyber infrastructure.  In response to the 
requirements of the Bioterrorism Act, EPA 
developed baseline threat information to support 
drinking water systems as they assessed their 
vulnerabilities.  This baseline information ou
the major threats faced by water utilities as 
contemplated in early 2002.  As community water 
systems complete individual vulnerability 
assessments and as law enforcement and 
intelligence agencies learn more about the

compiled by the EPA should be reviewed and 
ned to reflect this additional crucial information

Key Research or Technica ul S pport Questions 

Learning from the experiences gained by community water systems n  in assessing their vulnerabilities and building o
EPA’s assessment of baseline threat information under the requirem ioterrorism Act, what are the key ents of the B
physical and cyber threats to drinking water infrastructure?   

What can be done to minimize the physical and cyber threats to drinking water systems, including the storage of 
hazardous materials used as part of treatment plant operations? 

How can computer-based computational models and decision science help to improve decision making and assist water 
utility operators in understanding threats and managing consequences from attacks? 

As resources are limited for many water systems, especially small systems, what countermeasures will most effectively 
improve the physical and cyber security of drinking water supplies and systems? 

What are the best ways to protect supervisory control and data a i  cqu sition and other computer systems used by drinking
water utilities?   

How can security measures be incorporated into the design of the next generation of drinking water systems or 
retrofitted to existing systems? 
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Special emphasis also should be given to 
tifying sources of information on the types ofiden  

threats faced by the smallest water systems (serving 

s.  

 
uch 

 

, 

ons learned 
 d  their 

3. 

ution systems. 

 tion 
of t s 
on t
infr
test
scie physical and cyber threats to 

rinking water systems are to some degree 
understood, the consequences of such attacks are 
challenging and difficult to envi
co
de
casc
ne
th  countermeasures to be employed.  
In
ot
se
ec
sc
po
si
The following project will  

1. 
and cyber attacks with an emphasis on the 

n 
n 

 cyber 
g water systems. 

mit  
on 
des  
vulnerabilities.  An updated understanding of 
countermeasures to physical and cyber threats 

ded.  

 

ld 
of 

rwise.  

 
The 

s, 
and 

, 
reconstruction, and retrofitting with a focus on 
security in combination with operations. 

inimum 
 of SCADA and other 

at 
could be used by a drinking water utility to 

 
of terrorist attacks, including disaster response 

ds, 

s for 
 materials 

at water utilities and ways to improve security. 

less than 3,300 persons), since these facilities are 
not required to conduct vulnerability assessment
Physical and cyber threat scenarios and 
vulnerability assessments can be enhanced by using
vulnerability information to answer questions s
as:  Which vulnerabilities are most apparent?  
Which are catastrophic? Which can be easily 
mitigated by cost-effective strategies and which 
require longer term solutions?  What are the most 
likely categories or groupings of physical and cyber
vulnerabilities?  The following projects will address 
this need: 

1. Identification of physical and cyber threat 
scenarios facing the drinking water sector
including a comparison of their impacts.  

2. Examination and evaluation of less
by rinking water utilities in assessing
vulnerabilities and in implementing 
countermeasures.  

Refinement of the methodology for community 
water system vulnerability assessments, 
including evaluation of distrib

b.  A thorough understanding and documenta
he consequences of physical or cyber attack
he drinking water supply sources and 
astructure, including the evaluation and 
ing of computational models and decision 
nce.  While the 

d

sion.  Water system 
2. Establishment of standards for m

security protection
mponents are extensively interconnected, so 
struction of one component may cause a 

computer systems used in drinking water 
systems.  

ading effect [Ref. 15].  These consequences 
ed to be more thoroughly understood in order for 
e most effective

3. Identification of physical countermeasures th

 addition, disruption of water service may impact 
her critical community sectors, such as medical 

minimize threats or mitigate the consequences

rvices, fire fighting capabilities, and the local 
onomy.  Computational models and decision 
ience tools provide one method to explore 

and recovery plans (e.g., shut down metho
reconstruction). 

ssible consequences from attacks that cannot be 
mulated accurately in an experiment or in real life.  

address this need: 

4. Assessment of existing security measure
the storage and transport of hazardous

Assessment of the consequences of physical 

cascading consequences of such attacks o
overall water system integrity, and compilatio
of technical information and tools for enhanced 
consequence analysis of physical and
threats to drinkin

c.  A suite of countermeasures to prevent or 
igate the effects of physical and cyber attacks
water infrastructure, including improved 
ign of SCADA and water systems to reduce

associated with the water infrastructure is nee
In the short term, this will help the water industry 
prevent or mitigate the effects of such attacks.  
Information is needed by small water systems that 
may not have the resources to employ extensive 
countermeasures.  Over the longer term, 
information is needed on countermeasures that have
multiple benefits (e.g., enhance security and, at the 
same time, improve water quality or other aspects 
of water system operations).  Such standards wou
take into account the “multiple benefits” aspects 
revised design features since many security 
enhancements may not be cost-effective othe
Similarly, to improve security, water systems need 
to adopt security practices and integrate them with
operational strategies as part of their routine.  
following projects will address this need: 

1. Working with standards-setting organization
preparation of voluntary design standards 
recommendations for new construction
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3.2 Identifying Drinking Water Threats, 
Contaminants, and Threat Scenarios  

wing the contaminants that are the most lik
ats to drinking water supplies or systems is
ical to the Agency’s efforts on research an

Kno ely 
thre  
crit d 
technical support related to detection, monitoring, 
containment, treatment, decontamination, and 

 
iden
situ be 
use ill be updated 
and improved as information on human health and 

dev
con rrogates/simulants 
will be maintained in a limited access compendium.  

ter 
er 

t 
g 

ith 

or 
g 

d 
s for priority 

contaminants.   

d. 
 on 

threats, contaminants, and threat scenarios 

a.  A
con at might be 
used to destroy, disrupt, or disable drinking water 

upd
and
class of contaminants, biochemicals must be better 

 is the 
gh 

r a 
  

the 

te 

disposal.  EPA has undertaken an extensive effort to
tify the most likely contaminants and the 

ations in which those contaminants could 
d.  This is an evolving effort that w

other factors that affect a contaminant’s priority are 
eloped or discovered.  Information on 
taminants and contaminant su

This information will support drinking wa
utilities, public health officials, and respond
organizations faced with threats to or attacks on 
drinking water supplies and systems.   

3.2.1 Needs and Associated Projects 

a. A manageable, prioritized list of threats, 
contaminants, and threat scenarios that migh
be used to destroy, disrupt, or disable drinkin
water supplies and systems. 

b. A contaminant identification tool for 
consultation by approved individuals and 
organizations that describes critically 
important information on contaminants w
the potential to harm drinking water supplies 
and systems.   

 

c. A set of carefully selected surrogates 
simulants for use in testing and evaluatin
fate and transport characteristics an
treatment technologie

Methods and means to securely maintain and, 
when appropriate, transmit information

applicable to drinking water supplies and 
systems.    

 manageable, prioritized list of threats, 
taminants, and threat scenarios th

supplies and systems.  A frequently reviewed and 
ated list of likely drinking water contaminants 
 associated threat scenarios is needed.  As a 

understood.  Another important consideration
potential for exposure to such contaminants throu
several routes, since drinking water is used fo
variety of purposes in addition to consumption.
Most threat assessments consider ingestion as 
primary exposure route for contaminants in 
drinking water. This may represent only a portion 
of the threat spectrum as inhalation, dermal, and 
ocular contact should be considered as well.  
Understanding exposures through such secondary 
routes will lead to a more robust and accura
prioritization of both contaminants and threats.  
This is further addressed in Section 3.6.  The 
following projects will address this need: 

Key Research or Technical Support Questions 

What contaminants – biological, chemical, or radiological – are threats to community drinking water systems and what 
is their priority in terms of health risks to drinking water consumers?   

How do different contaminant-oriented threat scenarios for drinking water systems influence the health risks of these 
contaminants?  

In addition to health risks, what are the other characteristics of biological, chemical, or radiological contaminants that 
may make them threats to drinking water systems? 

For ensuring a safe water supply, how can water contaminants be evaluated with regard to both health (e.g., acute 
toxicity, lethality, long-term health impacts) and other characteristics (e.g., availability, psychological terror) to present 
a comprehensive picture of prioritized threats?  

Once information about the most likely contaminants has been developed, how can organizations needing the 
information gain appropriate access to it? 

What are the surrogates and simulants that best represent the prioritized contaminants for use in testing, evaluation, and 
verification of technologies to protect drinking water supplies and systems? 
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1. Preparation of a prioritized list of contaminants 
(and/or contaminant classes), which inc
ranking approach that allows for dynamic 
changes to various parameters in order to 
routinely generate robust prioritization of 
contaminants based on emerging data or 
concerns.  

Identification and prioritization of contaminant 
threat scenarios 

ludes a 

2. 
facing the drinking water sector 

considering the various sizes, types, and 

nt 
al to 

 will be 

l 
en 

ical 
rtant, 

lth 
d analysis methodologies.  

or the database to be useful in the event of a 
, users 

systematically trained to find th
in
sh
the inclusion 
em
im
de
lo
In
pr
concentrations.  Therefore, it is important for the 
database to include information on the natural 
background concentrations of priority contaminants 
for various locations.  The following projects will 
address this need: 

2. Development of guidance on training approved 
ive use of 

3. g of 
, physio-chemical, and/or 

toxicological properties of contaminants, based 
n

to

4. Survey of information about background levels 
spected to 
ters.  

r 
, a 

e 
r 

inants, but are less hazardous to 
work with than the actual contaminants, are of 
particular interest.  In order for the information 

ulant to be 
 to the actual contaminant, the 

 

termine the conditions under which a particular 
.  

tion resource is intended to provide 
nships 

specific surrogates or simulants for a particular 
research application.  Similar to the water 
contaminant information system, training on the use 
of the surrogate or simulant information resource is 
necessary.  The following project will address this 
need: 

geographic locations of utilities.  

3. Development of an improved understanding of 
the role of biologically-produced toxins as a 
drinking water contaminant. 

b.  A contaminant identification tool for 
consultation by approved individuals and 
organizations that describes critically importa
information on contaminants with the potenti
harm drinking water supplies and systems.  After 
the preliminary list of contaminants is prepared and 
prioritized, a database of these contaminants
developed and continually updated as new 
information becomes available.  Databases of the 
effects and properties of many microbiologica
species and chemicals are common in the op
literature.  However, a database of all priority 
chemical, biological, biochemical, and radiolog
contaminants specific to water is very impo
but not currently available.  This database will 
include information on the basic properties of 
priority contaminants, mixtures and formulations, 
co-contaminants and byproducts, toxicity and hea
effects, and sampling an
F
response to an emergency must be 

e necessary 
gathered on the surrogate or sim
considered applicable

formation and to query the database.  Users also 
ould be encouraged to practice database usage by 

relationship between the surrogate or simulant and
the contaminant being tested must be understood 

of database searching as part of 
ergency response training exercises.  Another 
portant role of the database is to help the user 

with respect to the particular parameters being 
modeled.  An extremely important aspect is to 
de

cide if the presence of a contaminant at their 
cation should cause a response action to be taken.  

surrogate or simulant is not appropriate for use
This informa

 some cases, the contaminant may already be 
esent in the background at detectable 

known data and information on these relatio
as well as information on the appropriateness of 

1. Development of a water contaminant 
information tool for use by individuals or 
organizations responding to a water 
contamination event. 

individuals and organizations in effect
the water contaminant information tool. 

Development of an improved understandin
the biological

o  gaps in the water contaminant information 
ol developed under Project 1.   

of priority contaminants known or su
occur in source or treated drinking wa

c.  A set of carefully selected surrogates or 
simulants for use in testing and evaluating fate 
and transport characteristics and treatment 
technologies for priority contaminants.  This 
surrogate or simulant information resource is 
closely coupled to information in the water 
contaminant information system described above.  
While using an actual contaminant in conducting 
research is preferable, this is not always possible fo
some potential water contaminants.  In such cases
surrogate or simulant may be used if it has 
properties similar to the actual contaminant relativ
to the specific application (e.g., type of detector o
treatment train).  Information on surrogates and 
simulants that share some characteristics with 
priority contam
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1. Development of an information resource 
(possibly as a component of the water 

 

mulant 

and 

training materials for approved individuals and 

d.  M  
whe n 
thre
app ng water supplies and systems.  
Lists of contaminants, potential surrogates, 

sev
Som
whi th 
lim  
mig fied.  There are cases where a 
collection of information may be classified, even if 

coll
the  
a threat even if the individual pieces do not.  

info
pro gh 
agre  information sources.  

that
info
will address this need: 

n 

ic release.   

. 

rinking 

ing 

 

hat can 
 

n

contaminant information tool) on surrogates or
simulants for water contaminants, including 
relationships between the surrogate or si
and the contaminant of interest with respect to a 
variety of  biological, physio-chemical, 
toxicological properties with guidance and 

organizations.   

ethods and means to securely maintain and,
n appropriate, transmit information o
ats, contaminants, and threat scenarios 
licable to drinki

prioritizations, and characteristics may contain 
eral types of sensitive or secure information.  

e of this information may be publicly available, 
le other information may be secured wi
ited or restricted access.  Such information
ht even be classi

each individual piece of information in the 
ection is unclassified.  This occurs because of 
potential for the pooling of information to pose

Specific decisions about the distribution of 
rmation will be made using classification 

cedures established by the EPA or throu
ements with the

Procedures will need to be established to ensure that 
access controls are appropriately maintained and 

 appropriate channels for dissemination of such 
rmation are in place.  The following projects 

1. Development and implementation of a 
framework for evaluating the sensitivity of 
information and for keeping that informatio
appropriately categorized as classified, for 
official use only, or available for publ

2. Preparation of methods and means of 
information sharing on contaminants to ensure 
appropriate access by individuals and 
organizations based on their need for this 
information

3.3 Improving Analytical Methodologies 
and Monitoring Systems for D
Water 

Unlike a physical attack, the intentional 
introduction of a biological, chemical, or 
radiological contaminant into a drinking water 
system is not always evident.  Correctly identify
contaminants after they have entered a drinking 
water system is extremely important, particularly 
when they are not apparent through general 
observation or conventional testing.  Building a
capacity and capability to respond to threats or an 
actual contamination event, and for restoration of 
systems after an event, also is essential.  Accurate 
contaminant identification using a combination of 
detection technologies and analytical methods is 
implicit in meeting the requirements of the 
Bioterrorism Act; Sections 1434 and 1435 of the 
Bioterrorism Act [Ref. 2] both require analytical 
methodologies and detection techniques t
quickly and accurately provide information on
co taminants.

 
Key Research or Technical Support Questions 

W , and technologies can be used, in anhat approaches, methods  emergency response mode, to confirm or rule out the 
biological, chemical, or radiological contamination of drinking water supplies or treated water? 

What approaches, methods, and technologies can be used in an “ear  biological, chemical, ly warning” mode to detect
or radiological contaminants in water supplies and treated water? 

What are the most effective analytical tools, methods, and laboratory procedures to use in the event of biological, 
chemical, and radiological contamination of a water supply or water system? 

What methods, techniques, and approaches are available to measure the efficacy of treatment, disinfection, and 
remediation approaches for biological, chemical, or radiological con upplies or systems tamination in drinking water s
and in treated water? 
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3.3.1 Needs and Associated Projects 

A “play book” (or module) for sampling and 
analytical response to contaminant threats and 
attacks on water su

 

a. 

pplies and systems, 
including protocols for identifying “unknown” 

n.   

b. ytical hardware and associated field 
and laboratory analysis methodologies for 

d 

ding 

andard 
l, 

s” and 

 laboratory 
e fully 

on 

ises, drills, and simulation 
ogies and 

a.  A ook” (or module) for sampling and 
analytical response to contaminant threats and 

ing 

contaminants that will serve as a vital component 
of an integrated response plan.  As with any new 

, 
fore
inve
met etect contamination events needs 
to be defined and improved.  This is particularly 

 of the 
prev
technologies being developed must be tested and 

eva
met operating procedures.  
As part of method development, the effects of 

han
con  
mai   A “play 
book” provides information on both the analytical 

n be 
use
actu

Identification of field and laboratory capabilities 

ed 
and 

 water 
ocols 

m an 
the 

ve, once the protocols 
 trial 
ers 

he following 

es, fully tested 
proaches, for use 

g water contamination 

tocol for the analysis of 
“unknowns” that is specific to drinking water 

 
n a 

4. End-user testing and validation of the analytical 

contaminants that will serve as a vital 
component of an integrated response pla

New anal

biological contaminants in water, including 
requirements for appropriate quality 
assurance/quality control and sampling 
approaches.    

c. Improved analytical hardware and associate
field and laboratory analysis methodologies 
for chemical contaminants in water, inclu
requirements for appropriate quality 
assurance/quality control and sampling 
approaches.     

d. Monitoring technologies, including st
operating procedures, for biological, chemica
and radiological contaminants and threats.  

e. Drinking water “early warning system
early warning systems from other sectors 
amenable to application in the water 
environment.  

f. An improved and expanded, tiered
capacity and capability in order to b
prepared in responding to threats or attacks 
water.   

g. Training exerc
modules for analytical methodol
monitoring systems.   

 “play b

attacks on water supplies and systems, includ
protocols for identifying “unknown” 

analysis paradigm (e.g., compliance monitoring
nsic analysis, new disease outbreak 
stigation), the capabilities of existing 
hodologies to d

important because the efficacy of many
ention, preparedness, and response 

luated using reliable, standard analytical 
hodologies and standard 

sample collection, transport, worker safety, and 
dling on the analytical result must be 
sidered.  In addition, communication must be
ntained at all stages of the response.

methodology and detection technology that ca
d in the event of a water contamination threat or 
al attack.   

and capacity for sampling and analyzing 
“unknowns” is a first step in providing standardiz
screening protocols for biological, chemical, 
radiological contaminants in a drinking
system.  In addition, there are general prot
developed by other federal entities to address 
attacks through various media (e.g., air, water, 
food).  This effort may benefit from adapting these 
generalized protocols to the specific needs and 
requirements of drinking water systems.  Such 
protocols must consider the capabilities of the 
laboratory response network that would perfor
analysis of the “unknowns,” and should include 
need for communication between the sampler and 
analyst.  To be most effecti
are developed and tested, they should undergo
application by drinking water utilities and oth
involved in response actions. T
projects will address this need: 

1. Preparation of a draft analytical response 
module, including decision tre
protocols, and methodical ap
in addressing drinkin
threats and attacks.   

2. Development of a pro

supplies and systems.   

3. Laboratory testing and validation of the 
analytical response protocol using a round-
robin approach with a variety of laboratories
that would be expected to provide support i
threat or attack situation.  

response protocol and identification of ways 
that it could be improved.   
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5. Development of an improved proto
analysis of “unknowns” taking into account 
lessons learned from Projects 3 and 4, and rea
world experiences in res

col for the 

l-
ponding to “unknowns” 

in drinking water.  

6. nse 

c,” 

ield 
and
biol
req
assurance/quality control and sampling 
approaches.  Gaps are present in both analytical 

l 

 

 

ent 
 for 

ment 
ding by EPA and the U.S. 

o

s and 
ogical contaminants in 

2. 

ponse 

gy design and operation for biological 

4. nt of a comprehensive 
als, 

ted 
n of 

biological contaminants in water that might 

6. 
ologies from the above projects 

into the NEMI and the analytical response “play 

c.  I
field
che
requirements for appropriate quality 
assurance/quality control and sampling 

tech
che  
or c categories that are water threats.  
Monitoring system characteristics, operational 

ol 
requ
tech to drinking water 
contamination events.  Examples of characteristics 

■ 
■ 

■ ansport, 

■ Utility for forensic analysis 

nd 

and 

Systematic updating of the analytical respo
module based on results from the above 
projects and the projects in Needs “b” and “
below.   

b.  New analytical hardware and associated f
 laboratory analysis methodologies for 
ogical contaminants in water, including 
uirements for appropriate quality 

hardware and analysis methodologies for biologica
contaminants.  Sampling and analysis must be 
standardized and validated within a given set of 
parameters.  A survey and summary of all available
sampling, concentration, and analysis techniques 
(both presumptive and confirmatory) will help meet
this need.  An inventory of environmental 
monitoring methods for contaminants is currently 
being developed by EPA and is being extended to 
encompass methods applicable to specific water 
threats.  This inventory will:  (1) identify 
information gaps and help to focus the developm
of reliable methods and hardware, particularly
biological contaminants, (2) support the 
identification of needs for improved chemical 
methods, and (3) draw on the National 
Environmental Methods Index (NEMI) 
(http://www.nemi.gov).  Inventory develop
involves collaborative fun
Ge logical Survey.  The following projects will 
address this need: 

1. Development of concentration technique
technologies for biol
water.   

Adaptation of the NEMI to include water 
contaminant analytical hardware and analysis 
methodologies for biological contaminants.  

3. Identification of water utility and res
organization preferences or standards in 
technolo
contaminants. 

Developme
understanding and definition of analysis go

such as data quality objectives, for biological 
contamination events.   

5. Development of standardized and valida
methods for detection and identificatio

result from a contamination event. 

Incorporation of analytical hardware and 
analysis method

book” under Need “a,” above.   

mproved analytical hardware and associated 
 and laboratory analysis methodologies for 

mical contaminants in water, including 

approaches.  Currently available monitoring 
nologies do not address all chemical (i.e., 

mical, biochemical, radiological) contaminants
ontaminant 

parameters, and quality assurance/quality contr
irements must be identified for detection 
nologies used to respond 

and parameters include: 

Presumptive versus confirmatory testing 

Minimum detection limits 

■ Recovery and variability parameters 

Sampling, sample processing, sample tr
and analytical considerations 

■ Safety and security 

■ Integration with operations 

■ Commercialization. 

This information can be used by technology users 
and developers to assess technology availability a
potential applications.  These requirements will 
help guide the analysis of potential monitoring 
detection technologies.  The effort will address 
specific principles and set achievable numeric 
goals.  The following projects will address this 
need:  
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1. Survey, analysis, and compilation of existing 
analytical hardware and analysis methodologies 
for their applicability to water security 
analytical needs for chemical contaminants.  

2. 
ition of analysis goals, 

such as data quality objectives, for chemical 

3.  analytical 
methodologies for 

chemical contaminants, including radionuclides 

4. 
analysis methodologies from the above projects 

a,” 

cal, 
er 

s for 
tly 

olved 

ifferent 

 
y be 

sufficiently developed to undergo testing and 

tech
and
one

dustry, must include standard operating 

■ 

■ s” and 
“unknowns” 

 Specific activities and monitoring technologies 

■ 

 Implementation of, and support for, monitoring 

■  

p
hard

 

g 
ccuracy, 

 
ns for 

 

4. Testing and evaluation of bio-sensors and 
es in 

5. 
 use by utility 

operators, emergency and remedial responders, 
rsonnel 

6. 

periodically.   

e.  D
earl
ame ment.  
Ear t 
of m tracted much 
attention in water security.  EWSs may help in 
responding quickly to water contaminant threats or 

Development of a comprehensive 
understanding and defin

contamination events.   

Development and application of new
hardware and analysis 

and biochemicals, based on gaps revealed 
through Projects 1 and 2, above.   

Incorporation of analytical hardware and 

into the NEMI methods database and the 
analytical response “playbook” under Need “
above. 

d.  Monitoring technologies, including standard 
operating procedures, for biological, chemi
and radiological contaminants and threats.  Wat
system operators, scientists, engineers, and others 
are identifying monitoring technology need
water contaminant threats.  Technologies curren
used to monitor water quality (e.g., total diss
solids, pH, turbidity) may be adapted or “tuned” to 
detect contaminants.  Technologies used in d
applications (e.g., power industry, food industry) 
may have a role as well.  Finally, new technologies
such as the next generation of monitors ma

evaluation.  Closely associated with monitoring 
nology advancement, is detector performance 
 reliability.  Any such technologies, especially 
s not already in common use in the water 

in
procedures that address: 

Specific contaminants or classes of 
contaminants  

Response procedures for “known

■ Critical operational and performance features to 
detect contaminants before a public health 
exposure or effect occurs 

■
to be employed in a “credible threat” event 

Monitoring procedures in response, 
disinfection, decontamination, and remediation 
phases 

■
operations 

Guidance for appropriate interpretation of
results. 

These standard operating procedures, along with 
im roved monitoring technologies, analytical 

ware, and analysis methodologies, will result in 
increased confidence in water quality.  The 
following projects will address this need: 

1. Testing and evaluation of currently used water 
monitoring technologies for their ability to 
respond meaningfully to changes in drinking
water quality.  

2. Preparation of a set of preliminary standard 
operating procedures for evaluating monitorin
technologies, including the adequacy, a
and usability of the set of preliminary standard 
operating procedures in a variety of response 
situations.  

3. Testing and evaluation of detectors used in
other sectors and in various applicatio
their utility to drinking water monitoring and
detection.  

biological monitors in responding to chang
drinking water quality.   

Preparation of a set of revised standard 
operating procedures for

public health officials, and laboratory pe
to evaluate monitoring technologies.   

Preparation of a handbook on currently 
available and emerging water security 
monitoring technologies that is updated 

rinking water “early warning systems” and 
y warning systems from other sectors 
nable to application in the water environ

ly warning systems (EWSs) are a special subse
onitoring systems that have at
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actual attacks.  A survey is needed
omponent technologies and systems for us
tecting water supplies and systems. This 

 of EWSs and 
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survey would include EWSs used in other sectors 
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f.  A
fully 
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frastructure to provide surge capacity during an 
actual contamination event and 
following projects will address this need: 

1.

ple analysis in emergency situations, 

 

ssist drinking 
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, and methods, 
along with short-, medium-, and long-term 

nd other 
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Although still in the preliminary stages, such 
engagements are intended to be a regular and 
routine part of advancing water security 
methodologies and technologies as they become 

r use.  The following projects 

t of training 
o 

and settings that may have applicability to wat
Information is needed on how specific contamina
affect the water quality parameters measured by 
some EWSs, particularly with regard to which EW
may best detect a contaminant.  From the survey, 
some of the most promising EWSs would be t
at both pilot and field scale.  The following projects 
will address this need: 

1. A survey and improved understanding of EW
that could be employed in protecting water 
supplies and systems.   

2. Pilot-scale testing and evaluation of EWSs that 
could be used by water utilities to give an ea
warning of a contaminant threat or 
contamination event.  

3. Field-scale testing and evaluation of EWSs tha
could be used by water utilities to give an early 
warning of a contaminant threat or 
contamination event.  

4. Preparation of a handbook on the appl
EWSs for drinking water supply and system 
protection.   

n improved and expanded, tiered laboratory 
capacity and capability in order to be 

pared in responding to threats or attacks on 
er.  Based on the need to identify and network 
ent analytical laboratories and to train 

laboratory personnel to assure preparedness a
described above, an assessment of national 

ratory capability and capacity is needed.  This 
 involve expanding the existing federal may

in
its aftermath.  The available and ready fo

will address this need: 

 Assessment and characterization of existing 1. Compilation and developmen
laboratory capacity and capability for drinking 
water sam

exercises and simulation modules designed t
ensure the preparedness of analytical 

and development of a laboratory compendium.   laboratories to respond to drinking water 
contamination events.   

2. Determination of which laboratories are 
currently able, or potentially able, to run the 
analytical protocol developed for Section 3.3, 
Need “a,” along with the most effective way to 

2. Development of training exercises and 
simulation modules for water utility personnel, 
emergency response personnel, and public 
health officials on the use of monitoring and 

structure a laboratory network to a
water utilities in an emergency. 

Preparation of a gap analysis of resources (e.g., 
personnel, equipment), training

recommendations to address these gaps.  
 
4. In concert with other parts of the EPA a

federal organizations, integration of laborator
able to support emergency water analys
an existing national network or esta
another appropriate mechanism to meet 
emergency water analysis needs.  

 
5. Development of an outreach and 

communication plan to facilitate inter-
laboratory coordination and information 
exchange for water security. 

 
6. Preparation of performance criteria for me

and infrastructure that assure adequate tra
of field and laboratory personnel.  

g.  Training exercises, drills, and simulation 
modules for analytical methodologies and 
monitorin
“a” through “f” must be transferred to individua
and organizations (e.g., water utilities, respon
organizations) through training programs.  Als
EPA and other federal organizations are developin
scenarios to prepare for future threats or actual
attacks.  These types of exercises could easily be 
extended to include modules on analytical 
methodologies and monitoring systems by actively
engaging water utilities and emergency response 
organizations to train personnel (or trainers).  
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detection technologies for timely response to 
potential threats or actual contamination events.   

ic 

 Act [Ref. 2] 
stems 

 

l, or 
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sures.  If a 

 
ating 

 

ation.   

te of 

ter 

n system hydraulic models need to be 

con
incl
whe stem.  

mov
can cer 

cur
und re 
is a need to determine how best to implement and 

in a contaminant in a water 
distribution system will depend on:  (1) how 

con em, 
(3) 
reac h residual 

bio tion 
sys  of these

3. Development of training exercises and 
simulation modules for water utility personnel, 
emergency response personnel, and public 
health officials on the use of monitoring 
systems for mitigation of potential threats or 
actual contamination events.  

3.4 Containing, Treating, 
Decontaminating, and Disposing of 
Contaminated Water and Materials 

Drinking water quality in the United States is 
controlled by federal regulations and guidance.  
These requirements are in place to assure the publ
that their drinking water is safe to consume.  The 
terrorist attacks of September 11, 2001, have raised 
concerns that drinking water safety could be 
compromised by deliberate contamination of water 
sources and systems.  The Bioterrorism
calls for actions to prevent drinking water sy
and supplies from contamination events and for 
ways to respond to those events should they occur. 
Such contamination events could result from 
intentional introduction of biological, chemica
radiological contaminants into water.  The concer
exists that introduction of a contaminant could 
result in widespread dissemination of that 
contaminant and subsequent public expo
contamination event occurs, there will need to be 
information and technologies available to address
containing and treating the water, decontamin
both water and equipment, and disposing of 
residuals from any response activities. 

3.4.1 Needs and Associated Projects  

a. Improved distribution system models that can
be used to more effectively protect drinking 
water in the event of deliberate contamin

b. An improved understanding and 
documentation of the environmental fa

 

contaminants in source waters, drinking wa
treatment plants, and the distribution system. 

c. New and more effective treatment and 
decontamination technologies and processes 
for water that has been contaminated.  

d. An improved understanding and 
documentation of decontamination and 
disposal of pipes, equipment, and other 
materials, and when a decontaminated system 
can be returned to safe use.    

a.  Improved distribution system models that can 
be used to more effectively protect drinking water 
in the event of deliberate contamination.  
Distributio
better understood and improved for use in 
preventing, containing, and mitigating 

tamination of drinking water systems.  This 
udes an analysis of how the models can help 
n contaminants are injected into a water sy

Commercially available and non-proprietary 
hydraulic models can be used to evaluate water 

ement in distribution systems.  These models 
 also be used to model how non-hazardous tra

chemicals move through distribution systems.   
There are several large water utilities that are 

rently using hydraulic models for a basic 
erstanding of their distribution system, but the

use these models in medium and small water 
utilities. 

The ability to conta

quickly the event is detected, (2) how fast the 
taminant is dispersed in a distribution syst
how far the contaminant spreads, (4) how 
tive the chemical contaminant is wit

disinfection materials, and (5) how effective 
residual disinfection materials are for inactivating 

logical contaminants.  Current water distribu
tem models may help to answer some

Key Research or Technical Support Questions 

What techniques and procedures should water utility, regulatory authorities, public health officials, and first responder 
organizations use to contain and mitigate the deliberate contamination of a drinking water system?  

What is the role that computer modeling can play in understanding and tracking contaminant flow in drinking water 
systems?  

How can contamination of water by biological, chemical, or radiolog  and systems ical attacks be effectively mitigated
quickly returned to use? 
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questions.  Additional effort is needed to determine
 models can be used to establish optimum 
tions for in-line monitoring devices or sampling
ts for grab sam

 
how
loca  
poin ples.  By using hydraulic 
models, areas of high use, high flow, rapid 

pred o 
stra lace valves or backflow prevention 
devices.  Key distribution system endpoints also 

evelop a 
age 

r 

 

uld 

age 

e 

 where 
 

ration 

ficult 

 can help to determine the duration of the 
exposure.  These models may also be used to 

g 
disp
con
Thu
additional cleanup, potential sites for sample 

wup.  
Pot
low
mod tes are.  
Ultimately, there is a need for both field and pilot 

o 
dete  
pro

 

e 

E 

of 

If 

ed 
te geographic areas of concern.  In 

addition, existing models can be overlain with GIS 
 

ddress 

arch and 

. 

 
inant 

tion 

dispersion, or other points of interest can be 
icted.  These points might include locations t

tegically p

need to be evaluated, particularly to d
better understanding of pumping devices, stor
facilities, and various connections.   

The capabilities of hydraulic models to effectively 
respond to a contamination event need to be bette
understood.  If in-line monitoring or detection can 
be networked with distribution system operations,
containment or direction of a contaminant within a 
system may be possible.  Hydraulic models wo
show where to shut down a system, isolate the 
contamination to prevent it from spreading, or 
direct the contaminated water to an off-line stor
system.  Such containment would minimize 
exposure and facilitate cleanup.  During an event 
where sections of a water distribution system are 
shut down, the hydraulic models could be used to 
determine how to get clean drinking water to th
open sections of the distribution system.  That same 
information would be useful in determining
in the distribution system alternative water supplies
may be needed during an emergency.  

During a contamination event, exposure to 
contaminants will depend on their concent
and the length of exposure.  Determining both the 
concentration and time of exposure may be dif
if it is too late to sample properly.  Hydraulic 
models

determine contaminant concentrations by runnin
ersion modules and reactive versus 
servative reaction modules within the models.  
s, models can help to determine the need for 

collection, and the need for medical follo
ential sites for sample collection may include 
 flow locations within a distribution system and 
els may indicate where those si

test calibration methods for hydraulic models and t
rmine proper or standardized calibration

cedures. 

Another potential sampling site following a
contamination event may involve point-of-
use/point-of-entry (POU/POE) devices in 
residential or commercial buildings.  Hydraulic 
models may show the areas where contaminant 
concentration and duration was sufficiently high 
that POU/POE devices could be assumed to hav
trapped some of the contaminants.  Such locations 
can then be evaluated to determine if the POU/PO
devices can provide information about the 
contamination event.   

Hydraulic models could also be interfaced with 
real-time consumer complaints to indicate areas 
concern.  Consumer complaints are often used by 
water utilities to identify where problems exist.  
these complaints are part of distribution system 
models (i.e., call location identified by geographic 
information system [GIS]), the data could be us
to indica

and public health data.  The most effective way for
these models to be used in all sizes of distribution 
systems also needs to be addressed.  

Advancement of Water Quality Models and Their 
Application.  The following projects will a
this need: 

1.  Development of a water quality module 
extension (using EPANET as the rese
development platform) that takes into account 
contaminant flow in distribution systems. 

2.  Identification and development of improved 
methods for hydraulic model calibration and 
data collection using non-hazardous tracers

3.  Development of a post-service-connection 
model or module to assist building owners and
operators in tracking water and contam
flow.  

Development of Water Security Modeling Tools 
and Approaches.  The following projects will 
address this need: 

4.  Development of modeling tools to harden and 

 

evaluate the vulnerability of distribu
systems to intentional contamination threats 
through simulated threat scenarios. 

5. Development of a tool to assist in confirmatory 
water quality sampling during emergency 
response to a contamination event. 
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6.  Development of models and/or tools to evaluate 
decontamination strategies for water 
distribution systems, ranging from flushing to 
more innovative decontamination approaches. 

7.  Preparation of guides or handbooks for medium
and small water systems on use of hydraulic
models for distribution systems. 

Development of Data Analysis Tools for EWSs.  
The following projects will address this need: 

8.  Development of data analysis tools to process 
on-line sensor data and consumer complaint 
data to determine when a contamination event
has occurred. 

9.  Preparation of a technical resource document 
for using hydraulic model

 
 

 

s in locating EWS 
sensors. 

logical, 

logical, or 

nt 

 

 

sult from direct 
attachment to the pipe wall material, to the biofilm 

tter 

r 

 

nical resource document 
on the fate of biological, chemical, and 

, 
drinking water treatment plants, and the 

c.  N
dec
wat
treat contaminants in a water system needs to be 

ssist in 
dev  
wat
disp  
treatability data in the literature that can be used, 

che
inve
inor
typi
bee s and can be used to 
develop a treatability matrix for contaminants.  

wou
and
eve

Diff biological 
contaminants may be necessary depending on the 

sou the 
dist
Info d to evaluate various 
disinfectants to kill or inactivate biological 

ion 
in o
Effo
chlo  are 
the disinfectants typically used by water utilities.  

con tivation.  
The l be developed 
from bench-top studies.  EPA, the Centers for 

Foo ome 
disi  

b.  An improved understanding and 
documentation of the environmental fate of 
contaminants in source waters, drinking water 
treatment plants, and the distribution system.  The 
environmental fate of various chemical, bio
and radiological contaminants needs to be better 
understood.  Of particular interest is what happens 
to contaminants when dispersed in source waters 
(e.g., rivers, lakes, ground water), water treatment 
plants, or distribution systems (e.g., pipelines, 
storage tanks).  Dilution of chemical, bio
radiological contaminants in source waters will, in 
many cases, reduce the concentration to below 
levels of concern based on dilution and treatme
plant removal.  This may or may not be true in the 
distribution system.  In cases where very low levels
of contaminants are toxic or aesthetically 
unpleasant, dilution may not provide adequate 
safety assurances.  Also, various contaminants may
attach themselves to pipe walls in a water 
distribution system.  This could re

layer, or to the corrosion-inhibiting layers 
intentionally deposited on the pipe walls.  A be
understanding is needed regarding which 
contaminants may attach to the interior of the wate
distribution system and how they can best be 
removed.  The following projects will address this 
need: 

1.   An assessment of the environmental fate of 
biological, chemical, and radiological 

contaminants in source waters, drinking water 
treatment plants, and the distribution system. 

2.  An investigation to determine what 
contaminants may attach themselves to pipe
walls or to biofilms, and how best to minimize 
attachments on those surfaces. 

3. Preparation of a tech

radiological contaminants in source waters

distribution system. 

ew and more effective treatment and 
ontamination technologies and processes for 
er that has been contaminated.  The ability to 

better understood.  This understanding will a
elopment of preventive measures, treatment of
er if it is contaminated, and post-treatment 
osition of contaminated water.  There are some

and sparse data already exist for some biological, 
mical, and radiological contaminants.  Research 
stigating the removal of various organic and 
ganic compounds from drinking water using 
cal drinking water treatment techniques has 
n extensive over the year

Such a removal and inactivation treatability matrix 
ld benefit water utilities, first responders, state 

 federal agencies, and the public during an 
nt.   

erent treatment scenarios for micro

location of contaminant introduction (e.g., into 
rce water, into a water treatment plant, in 
ribution system, or from cross-contamination).  
rmation is neede

contaminants and the time required for inactivat
rder to effectively treat contaminated water.  
rts will focus on the use of chlorine, 
ramines, chlorine dioxide, and ozone, which

Information will also be developed on 
centration-time performance for inac
 disinfection data initially wil

Disease Control and Prevention (CDC), and the 
d and Drug Administration (FDA) have s
nfection data, but information on many of the

Water Security Research and Technical Support Action Plan March 2004 23
 



 

biological contaminants is still required.  
rmation is also needed on germination 
niques for contaminants that are spores; if 
taminants can be forced from the spore stage, 
nfection or inactivation will be easier.  

Info
tech such 
con
disi
Information is also needed to evaluate the impact of 
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an 
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g 

nactivation through 
exposure to elevated temperature (below boiling) 

ed; 
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nisms.  
obial 
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ate various 

d at a water 
treatment plant to remove chemical contamination 

up a 
contaminated system, or for disposal of 

y 
(DO e  
(Do
con
Oxi ical 
contaminants, but this may also create byproducts 

 
the ffect 

of o
and  are formed. 

con
PO
defense for individuals, and these devices need to 
be evaluated to determine how well they remove 

dist his 
incl  
con es of the 
var stem.  
For example, high levels of disinfectant (or 

e 
bio
phy  
to r ached chemical and radiological 
contaminants.  Ultimate disposal of POU/POE 

ial 
han h 
dev
rad

1.  
ly to be 

inate drinking water supplies 
and systems, including military documentation 

2.  
ent 

sed in water supplies or systems. 

cal 

r quality parameters (e.g., pH, 
turbidit

4.  E o determine 
de capabilities for typical 

treatment on some chemical contamin

Typical water treatment practices (e.g., 
conventional coagulation-filtration systems, direc
filtration systems, slow sand filtration systems, 
membrane systems, cartridge and bag filtration 
systems, etc.) will need to be evaluated for removal 
of specific microbial contaminants.  Evaluation of 
the effectiveness of advanced treatment techniqu
such as ultraviolet light and membranes, that c
also provide multiple benefits is needed.  Boiling 
tables need to be developed for biological 
contaminants, since time and temperature data als
will be beneficial to assist the public in complyin
with “boil water” orders.  I

for extended periods of time should be evaluat
an example is whether a home water heater hold
the water for a sufficient period of time at the 
elevated temperature to inactivate the orga
Such removal and inactivation data for micr
contaminants will help to put treatment techniq
in place to remove contaminants from the source 
water, provide information to first responders, plan
for cleaning up a contaminated system, and provide 
guidance for the ultimate disposal of contaminated 
water and associated wastes. 

Different treatment scenarios may be necessary for 
chemical contaminants introduced into source 
water, a water treatment plant, or the distribution 
system.  Information is needed to evalu
water treatment techniques for their ability to 
remove chemical contaminants, including 
coagulation, lime softening, membrane, carbon, and 
ion exchange processes.  These are typical water 
treatment practices that would be use

from source waters, by first responders to clean

contaminated water.  EPA, Department of Energ
E) laboratories, and Department of Defens
D) have done work related to some of the 
taminants, but data for others may be limited.  
dation could be used to destroy some chem

that are harmful.  Information is needed for some of
chemical contaminants to determine the e

xidation (disinfection) on those contaminants 
 what byproducts

In cases where biological, chemical, or radiological 
tamination occurs in a distribution system, 
U/POE devices may provide the first line of 

specific contaminants.  Procedures for cleaning the 
ribution system need to be developed.  T
udes understanding the best way to remove the
taminants from the interior surfac
ious components in a water distribution sy

alternatives to disinfectant) could be used to remov
film that entrapped biological contaminants, or 
sical scouring or surfactants may be necessary
emove att

devices also will need to be evaluated, and spec
dling and disposal needs determined, if suc
ices become contaminated with chemicals or 
iological material.   

The following projects will address this need: 

Review of the literature for treatability 
information on contaminants most like
used to contam

that may not be available in the open literature.  

Preparation of a systematic method for 
evaluating existing and innovative treatm
technology efficacy for contaminants most 
likely to be u

3.  Execution of bench-scale studies to determine 
inactivation and removal capabilities of typi
water treatment and disinfection technologies 
for biological contaminants, taking into account 
various wate

y, temperature). 

xecution of bench-scale studies t
struction and removal 

water treatment technologies for chemical 
(including radiological) contaminants taking 
into account various water quality parameters 
(e.g., pH, turbidity, temperature). 

5.  Development of treatability documentation and 
a computer-driven tool for manipulating 
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information on the treatment of contamina
drinking water. 

6. Identification of POU/POE capabilities for 
treating or capturing the most likely 
contaminants and disposal procedures
devices should they become contaminated. 

7. Assessment of technologies for pretreatin
contaminated water generated from 
decontamination activities.  

8.  Identification and documentation of chemical 
contaminants that may create hazardous 
byproducts when exposed to drinking water 
disinfectants. 

9. Preparation of a technical resource docu

nts in 

 for such 

g 

ment or 
guide (in collaboration with wastewater 

and 
discharge of contaminated water or water used 

ment. 

d.  A
documentation of decontamination and disposal of 

nd when a 
dec
use e 
rese
con  “b,” above) and treatment 
processes (Need “c,” above), and the projects listed 

pro
trea ng 
 water system to safe use.  An initial version of this 
rotocol will be developed early, with continual 

updates as the knowledge gaps 
planned resea

Fo
tr
m r and 
the pipes.  These methods will be tested, 

ocumented, and included in the protocol.  
However, for other chemicals (e.g., insoluble 

bstances or those that tend to partition and attach 
to biofilms or adhere to pipe walls and tubercles), 

he 
pro t 
effe
wat d analytical 
studies.  The data resulting from these research 

and

dec
dec on methods.  Research results will 
improve the nation’s ability to respond and recover 

 

of 
rough pipes to evaluate fate and 

ontaminants in pipes, as well as 

k a 

r or field-scale pipeline 

ation 
. 

7.   Development of decontamination efficacy 
information and procedures for post-service 

n 
contaminated. 

8.   
nd 

e) for 
decontaminating pipes and equipment, 

expertise) for the treatment, disposal, 

for cleaning contaminated pipes and equip

n improved understanding and 

pipes, equipment, and other materials, a
ontaminated system can be returned to safe 
.    Combining the knowledge gained from th
arch projects on fate and transport of 
taminants (Need

below on decontamination of pipes, a recovery 
tocol will document effective methods for 
ting water, decontaminating pipes, and returni

ision makers about the efficacy of 
ontaminati

a
p

are filled by the 6.   Execution of large
rch projects. 

r many contaminants, flushing the pipes or 

decontamination studies to determine the 
effectiveness of water system decontamin
in a close to real-world setting

eatment of the water by chlorination or other 
ethods may be sufficient to clean the wate

d

su

decontamination techniques may be necessary.  T
jects listed below will investigate and documen
ctive methods for decontaminating drinking 
er systems through bench, pilot, an

projects will inform water utility managers, state 
 federal agencies, emergency responders, and 

from terrorist attacks on drinking water systems, as 
well as accidental contamination through leaching, 
permeation, or backflow incidents.  

The following projects will address this need: 

1.   Preparation of a preliminary set of standard 
operating procedures for decontaminating 
drinking water infrastructure that has been 
contaminated by a variety of biological, 
chemical, and radiological contaminants. 

2.   Determination of the relevant physio-chemical
properties of contaminants that pose the 
greatest decontamination challenge for pipes 
and equipment. 

3.   Testing and evaluation of bench- and pilot-scale 
techniques for decontaminating distribution 
systems and equipment, including removal of 
contaminant residues from pipes.  

4.   Development of detailed micro-scale models 
flow th
transport of c
macro-scale models to evaluate 
decontamination and recovery methods. 

5.   Demonstration of the utility of EPANET and 
other water quality models to plan and trac
decontamination procedure for a distribution 
system. 

connections, including small pipes and water-
consuming appliances that have bee

Preparation of a technical resource document or 
guide (in collaboration with public health a
remedial response expertis

including criteria to determine when a system is 
safe to use. 
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9.   Preparation of a technical resource documen
guide (in collaboration with hazardous and
solid waste disposal expertise) for disposal of 
treatment residuals and contaminated 
equipment. 

3.5 Planning for Contingencies and 
Addressing Infrastructure 
Interdependencies 

Alternative supplies of water must be provided 
when drinking water systems are taken off line as 
the result of a physical attack or contamination 
event.  When water delivery is disrupted, plans 
must be in place to provide clean and sa

t or 
 

pipes and 

fe drinking 

plan
nee ve 
app
tech
loca lls for a 
review of the methods and means of providing 

asse
alte d 
syst
types of water sources, adjacent systems and 
interconnections, system redundancies, pressure 

ll be a 

g 

tem 

 

a.  An assessment and case studies of water supply 
 

by co d 
of water supply alternatives for various system sizes 

, 

Such an 
ater 

lop 

om 
ved 

hquakes, 

ive 
 

dies 

vide a 

water to customers.  Traditional contingency 
ning approaches for providing drinking water 

d to be investigated, along with innovati
roaches such as transportable or modular 
nologies that can treat water at different 
tions.  The Bioterrorism Act [Ref. 2] ca

alternative sources of drinking water.  An 
ssment of water supply and delivery 
rnatives will be undertaken for various-size
ems and geographical areas, and will consider 

source (e.g., gravity systems, pumped systems, a 
combination), and portable capabilities. A case 
study of the National Capital Area [Ref. 2] wi
key part of this review.  Work is also needed to 
assess water infrastructure interdependencies with 
other critical national infrastructure, as 
recommended by the NRC [Ref. 16] and as 
described in the National Strategy [Ref. 3]. 

3.5.1 Needs and Associated Projects 

a. An assessment and case studies of water 
supply alternatives for drinking water systems 
disrupted by contamination events. 

 

b. Tests and evaluations of improved 
technologies and approaches for providing 
supplies of water in the event of both long-
term and short-term disruptions to drinkin
water systems. 

c. An improved understanding of water sys
interdependencies and the relationships of 
such interdependencies with other 
infrastructure sectors critical to national
security. 

alternatives for drinking water systems disrupted
ntamination events.  An assessment is neede

in different geographic locations considering 
various water sources, distribution system designs, 
and types of pressurized delivery.  The nation’s 
drinking water utilities, particularly large utilities
often have contingency plans for alternative water 
supplies should portions of their systems become 
inoperable. Small- and medium-size systems need 
to be prepared for such situations as well.  
assessment will help various-sized drinking w
utilities enhance their contingency plans or deve
plans if they are needed.  Other benefits could also 
arise from planning for contingencies resulting fr
terrorist actions or threats. These include impro
preparedness for natural hazards (e.g., eart
floods, tornadoes) or accidents (e.g., line breaks, 
chemical tank failures).  Traditional and innovat
contingency planning approaches and water supply
alternatives will be addressed as part of this 
assessment.  The following projects will address 
this need: 

1.   Development of an assessment and case stu
under varying situations (e.g., community water 
system size, geographic location) that pro
spectrum of contingency planning situations and 
responses (e.g., water sharing), including one 
specifically focused on the National Capital Area.

Key Research or Technica ol Supp rt Questions 

What are the methods and means by which alternative supplies of drinking water can be provided to utilities and 
consumers in the event of the destruction, impairment, or contamination of drinking water systems? 

What are the most effective ways to secure the water sector infrastructure as it interrelates with and supports other 
critical infrastructure sectors in the nation?   
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identify mitigation strategies and maintain 
water utility operations. 

dance or a technical 
 to assist water utilities in 

and Informing the Public about Risks 

o 
ies 

associated with rapid assessment of these risks.  
 

iew of biomedical research into short-term 
and long-term impacts on public health of chemical, 

, 1 
t

tools
emer
respectively
risk communication with drinking water utility 

Assessment of truck-mounted and otherwise 
portable treatment facilities that are de
for use during a cr

Assessment of redundancy approaches that can 
be used by small, medium, and large systems to 
assure continuity in water supplies. 

Systematic analysis of the use a

Development of a compendium of options for 
providing alternative supplies of drinking water
in various situations (e.g., system size a
location, extent of need). 

and approaches for providing supplies of
event of both long-term and short-term 
uptions to drinking water systems.  A 
ematic analysis and, as appropriate, further 

treatment techniques that use advanced technology,
ch might be mobile or modular.  The 
stigation would focus on alternatives that wo
esent a significa

an
sy

s.  These various 
2.   Development of gui

resource document
hnological alternatives, if successful, could be 

potential options that drinking water 
ensuring the continued delivery of safe and 
clean water taking into account potential 

eded.  The following projects will address this 
ed:  

disruptions caused by other malfunctioning 
critical infrastructure. 

  Assessment of 
3.6 Targeting Impacts on Human Health 

specifically enable or enhance the short-term 
delivery of drinking water to impacted The appropriate response to water security concerns 
customers, as well as those that enable long-
term delivery in the event of a systemic 
collapse o

and health risks to the public is to develop tools t
assess risks rapidly and reduce the uncertaint

 Testing and evaluation of the most promising 
Section 1434 of the Bioterrorism Act [Ref. 2] calls
for a rev

positive features and those areas needing
improvement prior to full-scale deploym
the field.  

c.  An improved understanding of water system 
interdependencies and the relationships of such
interdependencies with other infrastructure 
sectors that are critical to national security.  The
interdependencies between water infrastructure and 

biological, and radiological contaminants 
introduced into drinking water systems.  By 
assessing human health risks from acute (i.e., 1 

the remainder of the nation’s critical infrastructure 
systems need to be better understood.  In addition, a
better understanding is needed of the reliability
systems upon which continued functioning of 
water system depends (e.g., electric power, road 
transportation, telecommunications), including
assessment of the weakest links among the sy
that are required for continued functioning.  This is 
true for general utility-based infrastructures (e.g., 
electricity) that affect water infrastructure and vice-
versa.  Once better understood, actions can be
to minimize the influence of these 
interdependencies.  The DHS is responsible for
protecting the nation’s critical infrastructure as set
forth in the National Strategy [Ref. 3], and an 
evaluation of how water systems affect, and are 
affected by, other infrastructures will have to be 
coordinated with DHS.  Preliminary contacts h
been made with DHS on a number of possible 
interactions, including this one.  The following 
projects will address this need:  

1.  Identification and analysis of interdependencie
among the nation’s critical infrastructur
affect water supplies and systems in order to 

hour to less than 1 day) as well as short-term (i.e.
day o 30 day) exposures, these risk assessment 

 will contribute to improved decisions on 
gency response and remedial action, 

.  These tools also will help to facilitate 
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personnel, responders, and public health officials
ell as with the general public.  Coupled with
apid risk assessment approach is the need to 
unicate risks and associated health 

, 
as w  
this r
comm
information between organizations and individuals 

disea  
expo
perso
help in determining the extent of any risk, and (3) 
report the information to all affected parties so that 

ss ate. 

3.6.1

a. A
o ng 
w ich should 

rge 

 
se 
re 

s 

ment, decontamination, treatment, and 
disposal options and the subsequent response. 

e. 

a.  An improved understanding of multiple routes 

gen
con
acu
pub

 

 

and 

who can perform the following:  (1) recognize 
ses or illnesses that may be related to water
sures, (2) communicate with utility 
nnel/managers and share information that can 

me ages on risk are clear, consistent, and accur

 Needs and Associated Projects 

n improved understanding of multiple routes 
f exposure from contaminants in drinki
ater supplies and systems, wh

focus on generic models for different la
classes of contaminants, and an improved 
understanding of acute and short-term 
exposures and chronic public health effects 
from contaminants in drinking water supplies 
and systems, which should focus on generic 
models for different large classes of 
contaminants.    

b. An improved communication in health 
surveillance to help public health officials and 
water utility operators rapidly identify and 
control a disease outbreak or other public 
health emergency associated with 
contaminated drinking water. 

c. An evaluation of the usefulness and validity of
non-traditional data sources (e.g., lethal do
50th percentile [LD50], Quantitative Structu
Activity Relationship [QSAR]) for the 

  

derivation of acute and chronic toxicity value
applied to water.     

d. A risk assessment/risk management 
framework for identifying the impact of 
contain

Methods and means to communicate risks to 
local communities and to respond to 
customers in case of an attack on drinking 
water systems. 

of exposure from contaminants in drinking water 
supplies and systems, which should focus on 

eric models for different large classes of 
taminants, and an improved understanding of 
te and short-term exposures and chronic 
lic health effects from contaminants in 

drinking water supplies and systems, which should
focus on generic models for different large classes 
of contaminants.  A drinking water system can be
contaminated with a single contaminant or a 
complex mixture of contaminants.  The 
contaminant(s) can be introduced into a water 
supply system at various locations and through a 
series of events and mechanisms.  The possible 
widespread distribution of a contaminant can result 
in the exposure of a relatively large population 
may result in an adverse health effect, which 
depends on either the minimum infective dose or 
the potential dose of the biological or chemical 
contaminant, respectively.  The severity of the 
effect(s) depends on who is exposed, exposure 
duration and media concentration, and this could 
result in sickness and in some cases death. 
Consumers are not the only group of individuals

Key Research or Technical Support Questions 

What are the risk-related questions that need to be addressed following a threat or actual attack on a drinking water 
system? 

What are the components of a rapid risk assessment protocol for drinking water that has been contaminated with 
biological, chemical, or radiological contaminants? 

What are the most likely pathways of exposure for individuals who come in contact with contaminated water supplies 
or treated water? 

What are the acute, short-term, and (when appropriate) chronic  contaminants in  longer-term effects from exposure to
water supplies or treated water? 

What are the desired decontamination levels that would minimize health risks to responders and drinking water 
customers? 

What types of information should be communicated for water threats and attacks and how can this information best be 
conveyed to targeted organizations, individuals, and the general public? 
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Ind
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therefore, are at some risk of an adverse effect.  

ted 

 

 

 
reat scenarios to water supplies and treated 

water. 

4. 

reference and infective doses. 

b.  A  
sur ls and 
water utility operators rapidly identify and control 
a di
emergency associated with contaminated drinking 

con lly 
intr
surv
develop a health surveillance monitoring network.  
A network of this type, coupled with information 
from drinking water utilities, will provide both the 
capability and capacity for real-time surveillance of 
water quality.  Since tracking morbidity is a late 
indicator of risk, some earlier indicators are 
desirable.  Syndromic surveillance is one example 
that may be useful to indicate increased illness, 
disease, or death related to waterborne 
contaminants.  For example, supermarkets and 

f 

is an 

e,”  

his 
 

nication approach can be 
helpful is in the surveillance and warning of 

 by physicians 
and
this

 
th 

  

 

non
for 
valu
con tification of its 
hazards through the collection and generation of 
relevant toxicity data.  These data can be used to:  
(1) identify the most sensitive indicator of toxicity, 
(2) provide information on the dose-response 
relationship, and (3) estimate the no-observed-
adverse-effect-level (NOAEL) [Ref. 17].  Many of 
the contaminants of interest do not have a complete 
toxicity data set.  Therefore, LD50 data must be used 
instead of NOAELs to estimate acute toxicity 
values for particular contaminants.  Use of single 
point toxicity estimates such as LD50 values and 

druggists track sales of over-the-counter 
antidiarrheal medications as an early indicator o
Cryptosporidium outbreaks.  Another potential 
avenue for early warning of illness or disease 
enhanced role for poison control centers. 

If a water contaminant causes a “notifiable diseas
health surveillance systems may detect this.  
Through EPA collaboration with agencies such as 
CDC, FDA, and state/local health departments, 
input to surveillance systems may be improved, and 
a linkage may be developed between existing health 
surveillance systems with water utility data.  T
would help to determine whether a disease or illness
outbreak is caused by a water contamination event 
within a system or utility. 

Another area where risk assessment tools and the 
appropriate risk commu

The traditional exposure route for contamina
drinking water is ingestion.  This is not the only 
route, as some contaminants may result in 
exposures via inhalation, dermal, and ocular routes.  
The following projects will address this need:  

1.   A compilation of a comprehensive, readily-
modified database on the acute, short-term, 
and chronic non-cancer health effects 
associated with the priority contaminants. 

2.   Evaluation of all possible routes by which 
people might be exposed to contaminated 
water and an analysis as to the likelihood or
viability of these routes for exposure.   

3.   Development of an easily updated and secure
information portal on exposure routes and 
public health effects associated with various
th

increased disease and illness reported
 hospitals.  The following projects will address 
 need: 

1.  Collaboration with CDC, FDA, and state/local 
health departments to evaluate existing heal
surveillance networks to rapidly detect and 
control a disease outbreak by more effectively 
linking public health and water system 
information and data. 

Critical review and assessment of various 
methods or models (e.g., QSARs), as well as 
other available information and scientific 
judgments regarding the toxicity or infectivity 
of the priority contaminants to estimate 2.  Development of a technical resource document

or guide to assist water utilities, public health 
officials, and other organizations in instituting a
program for tracking disease outbreaks 
associated with water contamination events. 

n improved communication in health
veillance to help public health officia

sease outbreak or other public health c.  An evaluation of the usefulness and validity of 
-traditional data sources (e.g., LD50, QSAR) 
the derivation of acute and chronic toxicity 
es applied to water.  The evaluation of a 

taminant involves the iden

water.  Early detection of water-borne 
tamination, whether accidental or intentiona
oduced, is the primary goal of a health 
eillance system.  CDC has the capability to 
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TOPCAT, DEREK3, PALLAS). The D
Forces Medical Intelligence Center recently 
concluded that QSARs are less well developed for 
cute toxicity than for chronic toxicity.  QSAR 
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stems.   
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on, 

e risk management option(s) might determine:  
) the protocols used to evaluate the chemical, 

biological, and radiological cont
approach used in conducting the risk as
a
t
g
n

1. 

ent decision making in order to 

sion makers from 
threat notification through threat response. 

sting and refineme
cedures through the application of 

es, and 
involve risk 

t and risk management integration. 

3. Development of a test protocol for use by risk 
assessors and risk managers in addressing 

 to 
rs in 

e 
ication on risks is essential.  No one 

es 
ow 

e 
 

the 
r a 

 

ds 
cation 

ts 

 
systems.  

2. Preparation of information, materials, and 
ior to an actual threat or 

drinking 
. 

be maintained and retrieved for use, when and 

attack on drinking water supplies and systems.  

ion 
framework that ensures access to appropriate 
individuals and organizations so they are well 
prepared to respond to threats or attacks on 
drinking water systems.   

cult 
2. Te

pro
nt of approaches and 

will require significant 
els do exist (e.g., MCASE, 

simulations, table top exercis
information applications that 

oD’s Armed assessmen

a
methodologies have been developed for many 
longer-term toxicology endpoints, such as cancer, 
reproduction, and neurotoxicity.   The following 
projects will address this need:  

1.   Preparation of a methodology for extrapolating 
LD50 data to derive toxicity values for 
biological, chemical, and radiological 
contaminants that are threats to drinking 
supplies and systems. 

2.   Preparation of a methodology for using QSA
to estimate toxicity values for priority chemical 
contaminants that are threats to drinking w
supplies and sy

d.  A risk assessment/risk management framework 
for identifying the impact of containment, 
decontamination, treatment, and disposal options 
and the subsequent response.   The proactive 
integration of risk management and risk assessment 
will pose many challenges in responding to terrorist 
threats or attacks.  Any attempt to address risk mu
consider both assessment and management in ord
to be most useful to a number of stakeholders.  I
particular, when responding to a contamination 
event, the responders or remedial managers must 
know the risk management options for minimizing
xposures to the public.  In an emergency situati

threats and attacks on drinking water supplies 
and systems as part of improved consequence 
management.  

e.  Methods and means to communicate risks
local communities and to respond to custome
case of an attack on drinking water systems.  
When a threat or attack occurs, fast and effectiv
commun

e
th
(1

aminants, (2) the model protocols pr
event that can facilitate early response to sessment, 

nd (3) the method and means of communication 
hat will be used to convey the risks to various 

customers facing concerns about their 
water

roups.  The following projects will address this 3. Development and stocking of a repository eed:  where prepared information and materials can 

An analysis of current approaches to and 
procedures for integrating risk assessment and 
risk managem

if the need arises, in response to a threat or 

quickly respond to threats and attacks with 
information for on-scene deci

4. Development of a refined risk communicat

method or means will be appropriate for all plac
or times. Knowing what tool to use, when, and h
can only be determined through communication 
planning and research.  Information developed in 
advance can be distributed to the appropriate peopl
as needed.  Releasing appropriate information in a
timely fashion can build trust and may moderate 
public response in the event of an actual attack o
hoax.  Efforts to educate the general public in 
understanding and preparing for potential threats is
critical to effectively prevent and/or respond to an 
event incident.  Mechanisms to achieve such nee
have to be developed based on open communi
between all affected parties.  The following projec
will address this need: 

1. Adaptation of a preliminary risk 
communication framework that can be used to 
respond to threats or attacks on drinking water
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stewater systems, like drinking water
ave been identified as a part of the nation’s critical 
nfrastructure.  The wastewater treatment and 

ection infrastructure requires additional 
sures for security and protection from a var
igh potential threats and attacks.  This Ch
rotecting wastewater systems parallels Chapter 
 drinking water by describing needs in a 
ber of key areas.  While there are many 

ilarities and interdependencies between drinking 
er and wastewater security issues that will 
efit from a sharing of information and tools, 
e also are some significant differences as 

escribed below.  

learer understanding of the threats faced by 
tewater systems is needed, including a thorough
ssment of the health and safety risks that could 
lt from the misuse or intentional introductio

eeds for improving system design are described in 
his Chapter, as is the use of intrusion protection 

nologies for wastewater treatment systems.  
ally, this Chapter identifies security-related 
ds for prevention, response, and 

o unications at wastewater facilities.  For each 
eed, a list of projects is presented to address the 

d, and the projects are presented in order of 

priority.  The research and techn
are presented in a logical sequen
priority order, since all were ide
priority in the stakeholders mee
February 20
addressed simultaneously and, i
projects are already underway fo

ds.   

s list of overarching needs an
ntially confirmed and furthe
tewater stakeholders who pa

2003.  The projects identified in
incorporate the combined input 

tings.  In addressing wastew
e are overarching needs that

drinking water and wastewater s
protection.  Examples include, b

hysical and cyber security a
tification.  Other needs unde

interdependency between drinki
wastewater systems based on th

em may have on the other (e
tamination and subsequent d
king water systems can sign
ration of downstream wastew

Key Research or Technical Support Questions 

Bu  by wastewater utilities, what ailding on experience already gained re the high priority threats to th
wastewater infrastructure and the potential consequences of those threats? 

W ent, contain, or mitigate attacks on the wastewhat countermeasures can be undertaken to best prev

W eillancehat enhancements can be made to monitoring and surv  systems, technologies, and security
the   wastewater infrastructure?

How can security measures be incorporated into the design of the next generation of wastewater syst
existing systems? 

What is the critical information that wastewater utilities need in order to most effectively prepare for
potential threats or actual attacks? 
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4.1 Needs and Associated Projects 

a. A thorough understanding and documentation
of the possible threats to the nation’s 
wastewater treatment and collection system 
infrastructure, including the 
interdependencies with drinking water systems 
and other critical infrastructure.   

b. An updated assessment of the possible heal
safety, and environmental risks relate

 

th, 
d to 

potentially hazardous substances used by 

byproducts) or intentionally introduced into 
 

s, 

e). 

c. n monitoring and 
surveillance technologies to quickly notify 

sical or 

d. Improved designs for wastewater systems to 
ats and as 

e. ing 

discharge or alternative 
treatment), contingency planning, and risk 

e for 
(size, 

f. Methods and means to securely maintain and, 
tion on 

icable 

 
ter 

To 

 

aff) 
e 

l 
, 

biological, chemical, radiological) threats and 

2. 
e 

most likely threats and threat scenarios.  

3.  
al, cyber, 

4. 
ages and interdependencies between 

drinking water and wastewater systems, and 
an 
n and 

5. dencies 
 

  

sible health, 
safe
pot
was
to s decontamination materials 
and their byproducts) or intentionally introduced 

or s
inc
ope

wastewater utilities or produced during 
response to security threats (e.g., 
decontamination materials and their 

wastewater collection and treatment systems or
stormwater conveyance and treatment system
including any impact on residuals 
management operations (e.g., sewage sludg

Improved intrusio

wastewater utilities when these facilities or 
technologies are compromised by phy
cyber threats or chemical, biological, and 
radiological contaminants.  

reduce vulnerability to physical thre
a way to prevent or mitigate the effects of 
attacks on wastewater infrastructure.   

Enhanced prevention and response plann
methods, including emergency response (e.g., 
relocation of 

communication protocols and guidanc
wastewater systems of varying types 
geographic location, design).  

when appropriate, transmit informa
contaminants and threat scenarios appl
to wastewater systems. 

a.  A thorough understanding and documentation
of the possible threats to the nation’s wastewa
treatment and collection system infrastructure, 
including the interdependencies with drinking 
water systems and other critical infrastructure.  
more fully prepare for threats or attacks on the 
nation’s wastewater collection and treatment 

systems, additional work is needed to more 
thoroughly identify and prioritize possible threats 
and threat scenarios.  For example, treatment 
chemicals that are potentially hazardous to human
health and the environment, if workers or the 
surrounding community are exposed to them, are an 
area of particular interest.  Attention needs to be 
given to “unattended operations” (e.g., pumping 
stations, small treatment plants with limited st
and the possible risk to the health and welfare of th
general public.  The following projects will address 
this need:   

1. Identification and prioritization of potentia
physical, cyber, and contaminant (e.g.

threat scenarios for the nation’s wastewater 
treatment and collection infrastructure, 
including consequence analysis of adverse 
events.   

Assessment of countermeasures or system 
redundancies that could be employed for th

Evaluation of “unattended operations” and how
they can best be protected from physic
and contaminant threats and attacks. 

Improved understanding and assessment of the 
critical link

how these linkages directly impact hum
health and safety as well as the operatio
performance of the wastewater system.   

Identification and analysis of interdepen
between critical infrastructure that affect, or are
affected by, impacted wastewater systems to 
maintain operations and to promote the 
development of prevention, mitigation, and 
response technologies. 

b.  An updated assessment of the pos
ty, and environmental risks related to 

entially hazardous substances used by 
tewater utilities or produced during response 
ecurity threats (e.g., 

into wastewater collection and treatment systems 
tormwater conveyance and treatment systems, 

luding any impact on residuals management 
rations (e.g., sewage sludge).  Depending on the 
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1. Development and assessment of information on 
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 and 
r systems), which could be used to 

gain access to critical community targets. 

2. 
 for 

toxins that could disrupt wastewater treatment 

3. 

vide timely notification of physical 
attacks or contamination events on the 

say 

itoring 

 of 
r 

ation 

 for 
r 

cific setting, the intentional contamination of

Chemical, biological, or radiological contamin
 pass in and through wastewater treatment 
ts can subsequently have deleterious effects on 
nstream waters, operations, and related 

astructures.  On-site use of hazardous chemica

both human health and system operations.  The 
following projects will address this need: 

1. Preparation of a “Baseline Threat Do
for wastewater systems that is analo
drinking water baseline threat document. 

2. Screening level risk assessments of biologi
chemical, and radiological contaminants that 
could be used as contaminant threats in 
wastewater treatment plants and collection 
systems using currently available risk 
assessment tools. 

3. Comparative assessment (including associated 
risks) of alternatives to conventional 
disinfection that use chlorine, includin
byproducts that may result from such 
alternatives. 

4. Evaluation of wastewater treatment 
technologies that either currently or through 
enhancement can more effectively remove 
contaminants introduced into or rec
wastewater collection systems, including 
consideration of safe handling of contaminate
wastewater.  

biological, chemical, or radiological 
contaminants on sewage sludge and other 
residuals associated with wastewater trea

mproved intrusion monitoring and 

technologies are compromised by physical or cybe
threats or chemical, biological, and radiologica
contaminants.  The challenge of maintaining 
wastewater system integrity must be combined wi
a vigilant program of monitoring and surveillance.  
Protecting wastewater systems and discouraging 
intrusion using physical protection technolog
will achieve a high degree of threat reduction

Using various real-time monitoring and intrusio
detection devices that can immediately recognize 
the introduction of harmful chemical, biologic
radiological contaminants can provide timely ale
and trigger critical response actions.  Additional 
surveillance devices could be identified and adapted 
or developed to complement those already availa
for wastewater system applications.  Similar to the 
needs identified for drinking water systems, sensor 
technologies for wastewater systems also are 
needed to monitor water quality for chemical and
biological contaminants that have been identified as 
threats to wastewater systems, or would 
compromise the protection to human health an
environment provided by these systems.  The 
following projects will address this need: 

current practices and methods to control 
intrusion of wastewater collection systems an
other components of the wastewater 
infrastructure (including combined systems
storm wate

Assessment of existing and new technologies 
and systems (i.e., commercially available)
use in sensing physical threats to and 
contaminant introduction into wastewater 
collection and treatment systems, including 

processes. 

Testing, evaluation, and verification of 
intrusion monitoring and surveillance 
technologies and systems, as well as their 
ability to pro

wastewater collection and treatment systems.  
These efforts would include current bioas
methods for detection and identification of 
contaminants, and use of intelligent mon
and control networks. 

4. Assessment of currently applied 
wastewater/storm water/combined sewer 
outflow models for simulating the movement
dangerous/hazardous materials in wastewate
collection systems. 

5. Assessment and dissemination of inform
on technologies and methods for developing 
continuous monitoring and control systems
wastewater/storm water collection systems fo
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dangerous levels of volatile, explosive, and 
toxic gases. 

6. A thorough identification and analysis of 
potential threats to computerized and automat
controls and other SCADA systems associa

ed 
ted 

with wastewater collection and treatment 

.  Improved designs for wastewater systems to 
duce vulnerability to physical threats and as a 

way to prevent or mitigate the effects of attacks on 
wastewater infrastructure.  An updated 
understanding of threats to wastewater 
infrastructure and the consequences of attacks will 
facilitate the development of guidance for the 
wastewater industry on methods to prevent or 
mitigate their effects.  The following activities will 
aid in prevention and mitigation:  (1) developing 
prevention or mitigation countermeasures based on 
specific threat scenarios, and (2) working with 
standards-setting organizations to develop design 
standards and recommendations for new 
construction, re-construction, and retrofitting with a 
focus on security (e.g., optimal levels of 
redundancy to main continuity of critical 
operations).  An important consideration in 
developing revised design standards for wastewater 
systems is to recommend measures that have 
multiple benefits (e.g., enhance security and, at the 
same time, improve wastewater system operations).  
Without consideration of “dual-use” aspects of 
revised design features, many security 
enhancements may be relatively expensive, which 
could limit their adoption by wastewater utilities 
and the design community.  The following project 
will address this need: 

1. Working with standards-setting organizations, 
preparation of voluntary design standards and 
recommendations for new construction, 
reconstruction, and retrofitting with a focus on 
security in combination with improved 
operations.   

e.   Enhanced prevention and response planning 
methods, including emergency response (e.g., 
relocation of discharge or alternative treatment), 
contingency planning, and risk communication 
protocols and guidance for wastewater systems of 
varying types (size, geographic location, design). 
Vigilant surveillance and reliable protection 
technologies greatly increase the security of 

was  
How ral public 
also
resp  For example, 
when monitoring and surveillance systems alert 

, 
imm ed.  
Car es 
pro
the 
while minimizing panic or concern.  In addition, 
educational materials developed to help the general 
public understand and prepare for potential threats 
are key elements of effective prevention and 
response plans.  Additional work can be undertaken 
in these areas to enhance measures already in place.  
The following projects will address this need: 

1.   Development of response protocol “play books” 
for use by all key participants to create their 
own “game plans” in responding to wastewater 
collection and treatment system threats or 
attacks.    

2. Preparation of a wastewater system table top 
exercise to guide, and an accompanying case 
studies resource document to encourage, 
interaction among wastewater system 
organizations and to provide them with insight 
and experience in role-playing threat scenario 

3. Improvement of risk communication tools (with 
the public, individuals, and organizations) for 
those personnel and organizations responsible 
for protecting wastewater collection and 
treatment systems and/or responding to threats 
or attacks.   

f.  Methods and means to securely maintain and, 
when appropriate, transmit information on 
contaminants and threat scenarios applicable to 
wastewater systems.  Lists of contaminants, 
potential surrogates, prioritizations, and 
characteristics may contain several types of 
sensitive or secure information.  Some of this 
information may be made available to the public, 
while other information may have to be secured 
with limited or restricted access.  The need for 
limited or restricted access may result from the 
source of the information, the nature of the 
information, or the potential for harm from 
widespread release.  Specific decisions about the 
distribution of information will be made using 
classification procedures established by EPA or 

systems, and the means to protect them from 
cyber attacks. 

tewater collection and treatment systems. 
ever, the health and safety of the gene

 relies on carefully developed emergency 
onse and contingency plans. 

wastewater utilities of a possible breach of security
ediate response actions must be trigger

efully developed risk communication messag
vide the necessary information to the media and 
general public to make informed decisions 

d
re
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through agreements with the information source
Procedures will need to be established to ensure
access controls are appropriat
appropriate channels for disse
information will need to be created and utilized.  
The following projects will address this need: 

d 

ically updated database, to ensure 
ropriate access to individuals and 

n their 

2. Based on consideration of critical knowledge 
management issues, development of a 

d 
e.

s.  
 that 

dynam
app

ely maintained, and 
mination of such 

organizations based o
information.  

need for this 

1. Evaluation of existing methods and means of 
information sharing on wastewater threats an
contaminants, including the feasibility of a 

 

framework for evaluating the sensitivity of 
information related to wastewater systems, an
addressing needs identified in Project 1, abov
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Implemen e Action Plan 

 
EPA will implement this Action Plan with the h

 number of organizations in order to get the 
t accurate information quickly and efficiently
e who need it.  To this end, the Water Securi
m at the NHSRC is working closely with the
D in the Office of Water to advance research 
aborations, provide technical support, improve 

elp 
of a
mos  to 
thos ty 
Tea  
WS
coll
technology readiness, and disseminate timely and 

s 3 targeted information on water security.  Chapter
and 4 of this Action Plan describe what needs to be

drinking water and wastewater, 
 

done for 
respectively.  This Chapter describes how it will
done.   

5.1 Collaborative Research and Technica
Support 

The WSD and NHSRC are working together 
closely to address water security needs through this 
Action Plan.  This is a collaboration involving 
numerous partners and stakeholders.  Both the 
Office of Water and ORD have conducted 
discussions with many organizations who are 
critical in the execution of this Action Plan.  Close 
collaborations are underway with the American 
Water Works Association Research Foundation an
WERF on research and technical support project
related to d

 be 

l 

d 
s 

rinking water and wastewater, 

 

y of 

OU]) allow for formal working 
g 

the 
Agr  
with
Che  in Edgewood, 

ir 
r

FDA
Ohi

Chi
Lab
Dis
Geo
Tec  
is w
Scie rate, and the 

Dire d 
proj

V r
coll
Reg
Plan   Other EPA Offices 
engaged in addressing homeland security that 

 

e 

 in this Action Plan will continue.   

earch 

umb
age
adv
to p  
terr
mis

■ y, 

respectively.  Work is underway with the American 
Society of Civil Engineers on designing physical
security into future water and wastewater 
infrastructure projects.   

Relationships have been developed between EPA 
and other organizations with expertise in man
the project areas.  Such relationships (e.g., 
Memorandum of Agreement [MOA], Memorandum 
of Understanding [M
relationships across federal organizations, includin

means to transfer funds through Interagency 
eements (IAGs).  Examples include partnerships
 the Department of the Army’s Edgewood 
mical Biological Center

Maryland; the Department of the Air Force’s A
Fo ce Research Laboratory in Dayton, Ohio; the 

 Forensic Chemistry Center in Cincinnati, 
o; the U. S. Army Corps of Engineers’ Civil 

Engineering Research Laboratory in Champaign, 
Illinois; DOE’s Argonne National Laboratory in 

cago, Illinois; and DOE’s Sandia National 
oratories in Albuquerque, New Mexico.  
cussions are underway with the CDC in Atlanta, 
rgia, and the National Institute of Science and 
hnology in Washington, DC.  In addition, EPA
orking with two directorates in DHS (the 
nce and Technology Directo

Information Analysis and Infrastructure Protection 
ctorate) to address water issues, needs, an
ects.   

a ious EPA Offices and Regions are also 
aborating in the water security arena.  The EPA 
ions are involved in implementing this Action 
 through the WSD.

directly or indirectly relate to water security are the
Office of Solid Waste and Emergency Response; 
the Office of Prevention, Pesticides and Toxic 
Substances; the Office of Air and Radiation; and th
Administrator’s Office of Homeland Security.  In 
addition, collaboration with the water sector in 
implementing some of the needs and projects 
presented

5.1.1 Distribution System Res
Consortium 

EPA has formed the Distribution System Research 
Consortium (DSRC), comprised of 14 partnering 
organizations.  The DSRC is an EPA-led national 

rella organization made up of member federal 
ncies and water organizations dedicated to the 
ancement of science, technology, and research 
rotect drinking water distribution systems from
orist attacks.  The DSRC accomplishes this 
sion by: 

Collaborating to advance science, technolog
and research in the following areas:  

 Monitoring and Detection 

 Early Alert and Warning Systems 

 Models and Modeling of Systems 
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 Treatment of Waters in Systems 

 Decontamination of Equipment and 
Materials. 

■ Identifying challenges and prioritizing the 

 

 

ter security 
security 

chnologies and determining their readiness for 
implementation.  It is important for water system 
utility operators
these technologies, which are at vario
development, are reliable a
Chapters 3 and 4 of thi ibe many 
drinking water and wa  projects, 
some 
containment, treatment, decontam
dispos
offered to water system operators, and many more 
technologies are being advanced that technology 
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succes
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■ Convening
homeland security technologies d
fo here technology vendors address user 
needs in an open, fact-based interchange on 
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■ Offering vendors (that have commercially ready 
technologies) an opportunity to undergo 
verification through the EPA’s ETV Program. 

use for 
users to access information on water 

more 
hnologies 

employed to address 
ancement as part of this Action Plan.  

dpoint of 
dvance 

en  other EPA 
et the 

ent for water 

s of homeland security 
com ion of 
info . 2] stresses 

as follows:  

aring:  ...the 
strator shall disseminate, as appropriate 

ined by the Administrator, to 
y water systems information on the 

e Water 

development of short- and long-term solutions 
to expedite the implementation of useful and 
feasible distribution system technologies.  

■ Transferring information (through EPA 
communication mechanisms and via other
routes such as the WaterISAC) and assisting 
drinking water utilities, states, researchers, 
policy makers, risk assessors, public health 
community members, and others needing 
research results or guidance on the security of
distribution systems.  

5.2 Technology Advancement through 
Testing, Evaluation, and Verification 

An integral part of the Agency’s wa
program involves advancing water 
te

 and the public to know whether ■ Establishing a national clearingho
us stages of technology 

nd ready for use.  
s Action Plan descr
stewater needs and

of which involve detection, monitoring, 
ination, and 

al technologies.  Many technologies are being 

rs or vendors hope will be commercial 
s. se

SD provided funding to expand the EPA 
onmental Technology Ver
am to validate sensors and biomonitoring 
logies, POU/POE devices, and 

ination water treatment technologies in 
02.  The NHSRC has continued to 

rt these efforts with funding in 2003
cing water security technologies will occur in 
ber of ways: 

 vendors and users in forums (e.g., 
evelopment as determ

rum) w

needs and capabilities. 
Information Sharing and Analysis Center 
(Water ISAC) or other appropriate means. 

■ Offering vendors (that have demonstrated 
proof-of-concept up through a first- or second-
generation prototype) an opportunity to advance
their technology through an accelerated and 
competitive Small Business Innovation 
Research Program. 

■ Engaging with the Office of Water an
Technical Support Working Group (TS
advance technologies through TSWG’s broa
agency announcements for technology 
advancement.   

■ Offering vendors a site, or sites, where they can 
bring their fully-prototyped technologies for 
controlled or more real-world testing assisted 
by EPA (e.g., EPA Wa
Technology Evaluations Research and Securit
Center, National Environmental Technology 
Test Sites) using Cooperative Research and 
Development Agreements. 

security technologies and to facilitate 
informed decisions when selecting tec
for use [Ref. 18].  

The above optio
v

ns are being 
technology ad
They are proven approaches from the stan
being accepted ways of doing business to a

vironmental protection technologies in
 meprograms, and they can all be used to

ancemurgent needs of technology adv
security. 

5.3 Information Sharing 
One of the overarching issue

munication is the proper disseminat
rmation. The Bioterrorism Act [Ref

information sharing 

Section 1435(d) – Information Sh
Admini

communit
results of the project through th
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A variety of organizations and individuals may be 
involved along the continuum of prevention, 
preparedness, and response to a threat to or an 
attack on a water system.  They also are potential 
users of the water security research and technical 
support products that are developed under this 
Action Plan.  As either the NHSRC or the WSD 
produce new information under this Action Plan, all 
of the potential users must be considered and 
information provided appropriately.   

and distribution will follow processes established 
EPA.   

5.3.2 Information Products 

The types of information sharing products provid
will depend on the research or technical support 
subject matter, the end user of the information, an
how quickly it is needed.  Types of products may
include response guides, techn

5.3.1 Information Users 

 variety of organizations and individuals will need 
information that is developed under this Action Plan 
to make more informed decisions on prevention, 
preparedness, and recovery in the case of a threat to 
or actual attack on a water system.  Table 5.1 
presents some examples of information users, but 
there are other potential users that may not yet be 
identified.  As with several aspects of this Action 
Plan, the information users listed in Table 5.1 and 
how they are targeted to receive information will 
evolve over time.  The method of information 
dissemination will be determined, in part, based on 
the level of sensitivity of the information presented, 

by 

ed 

d 
 

ical notes, 
contaminant-specific advisories, technology 
bulletins, technical reports, workshop presentations, 
seminars, training sessions, newsletters, 
mathematical models, response protocols, 
procedures, peer-reviewed journal articles, risk 
communication products, web broadcasts, and secure 
or open-source databases. 

5.3.3 Information Dissemination Methods 

A listing of all available research products, as well 
as many of the products themselves, will be placed 
on NHSRC’s Web site at 
http://www.epa.gov/ordnhsrc.  An internet-based 
catalog with publicly available products from both 
WSD and NHSRC will be located on the WSD 
Web site at http://www.epa.gov/safewater/security.  

 

Table 5.1.  Potential Users of Research and Technical Support Information 
Developed Under This Action Plan 

A

Water Industry  
Representatives 

State, Regional, and Local Response 
Organizations 

Drinking water and wastewater facility owners and 
operators 
National/state level drinking water and wastewater 
associations 

State water administrators and authorities 
State and local law enforcement 
Fire departments 
National Guard 
Emergency planning officials and committees 
State/municipal elected and appointed officials 

Public Health Officials and Organizations Federal Agencies and Departments 
Centers for Disease Control and Prevention 
Agency for Toxic Substances and Disease Registry 
Public health agencies 
Public health professionals 
Medical practitioners and medical support personnel 
National/state public health associations 

EPA Regional and Headquarters Offices 
Department of Homeland Security 
Federal Bureau of Investigation 
Federal Emergency Management Agency 
Central Intelligence Agency 
U.S. Army Corps of Engineers 

Laboratories with Water Sample Testing 
Capabilities Academia and Consulting Firms 

Federal laboratories (including EPA) 
State public health and environmental laboratories 
Municipal laboratories 
Commercial laboratories 

Academic researchers 
Consultants 
Engineering, scientific, and public health 
associations 

Elected Officials and the Public 
Media 
Elected officials 

General public 
International organizations and entities 
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Disse chanisms for sharing informa
developed under this Action Plan may include 
variety of traditional media and venues, such 

dustry conferences and poster sessions, peer
iewed journals, and workshop presentations.  

When information is sensitive, dissemination 
echanisms may include secure or limited-access 

]). 

How
developed under this Action Plan will evolve.  The 
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ation from this Action Plan, t
C and security policies that guide disclosure 
tive data will be followed.  A variety of 
nd venues may be used to ensure that the 

most relevant information is made available to 
stakeholders in a timely fashion.  Whereas 
traditional publishing and e-publishing are suitable 

mo ay be necessary to use more 
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 EPA will handle sensitive information that is 

A inistrator has classification authority, a
ls of delegation below the Administrator

still being considered.  In preparing and distrib

media for distribution of general information on 
st technologies, it m

secure means of communication, with classified 
networks being the most secure, to diss

hly sensitive information. hig
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